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1 A At -- the last login on May 13th is Sunday at 2:13:10. 

2 Q Okay. So the last login on May 13, is it 2:13; is that 

3 right? 

4 A Yes. 

5 Q In the afternoon, or not? All right. Let me ask, when 

6 is the last login on May 13? 

7 A At 02:13:10. 

8 Q Okay. And what time is that on May 13? It's --

9 A Minus 4, that would be -- I mean, this is 2:00 in the 

10 morning, right? 

11 Q All right. So let's do it this way: When is the 

12 okay. All right. Let me show you an e-mail dated May 13 that 

13 is purported to be from Bill White. And it's, again, from 

14 your Yahoo search warrant production, okay? 

15 In other words, the question is: How many hours after 

16 someone logged into his account did someone -~ did Bill White 

17 purportedly send that e-mail? 

18 A Were you looking at the very from the bottom, or --

19 are we looking from the bottom up or -- because I'm seeing 

20 here there's back and forth. 

21 Q On May 13? 

22 A So the initial one made Sunday May 13th, 2012, at 

23 10:00 a.m. from Bill White to the Comcast account. 

24 Q And when is the most recent login? 

25 A The most recent one is Sunday at 00:25:01. 
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1 Q So many, many -- I mean, ten hours before, he purportedly 

2 wrote that e-mail, correct? That's my only point. 

3 A If we're just going by what times up here. 

4 Q Just by the times. 

5 

6 

7 

A By the times here, with not knowing the time zones on the 

e-mail, yes. 

MR. BEERS: Can I publish to the jury, Judge, an 

8 e-mail? I think the witness already has this one. 

9 BY MR. BEERS: 

10 Q All right. We started off looking at some of these 

11 

12 

13 

14 

15 

examples of e-mails produced by Yahoo by saying comparing 

them to the login sheet. But you say there's absolutely no 

login on May 9, correct? 

A According to the information that we disclosed, there is 

no login on May 9th on GMT time zone. 

16 Q Okay. But, I mean, in response to the search warrant, 

17 Yahoo has produced, for example, this e-mail that purports to 

18 be from Bill White, that supposedly is from Bill White. And 

19 isn't that dated May 5, 2012 -- I'm sorry, May 9, 2012, when 

20 there's no login in that account? 

21 A I think users when you login to Yahoo e-mail to check 

22 

23 

24 

your e-mail --

Q Just so the record is clear, before you finish -- I'm not 

cutting you of -- is that right, there's no login on May 9? 

25 A Right, there is no login on May 9. 
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1 Q But Yahoo, in response to the search warrant, produced 

2 this e-mail that purports to be from Bill White on May 9, 

3 correct? 

4 A There is a communication here dated May 9th. 

5 MS. ROTTENBORN: Your Honor, if he could finish the 

6 explanation that Mr. Beers cut him off. 

7 MR. BEERS: I didn't cut him off. I wanted to 

8 establish that for the record. 

9 BY MR. BEERS: 

Please complete your answer, sir. 10 Q 

11 A So Yahoo users, when they access Yahoo e-mail, they have 

12 the ability to check off a box that they can remain logged in 

13 for, I believe, up to 48 hours with their ID. Once they login 

14 with their ID and password, they can check a box that they can 

15 be remained logged into the account, I believe, as anywhere 

16 from 48 to 72 hours from that same machine. 

17 Q But there's no evidence in this case that that happened? 

18 A I would not know that. We would not know that. 

19 Q All right. 

2.0 MR. BEERS: Your Honor, I would like to move in a lot 

21 of these that we've been looking at, starting with the login 

22 sheets. 

23 

24 

MS. ROTTENBORN: No objection, Your Honor. 

MR. BEERS: I would like to put the login sheets as a 

25 single exhibit. 
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1 THE COURT: All right. She can staple them together. 

2 That~s Defendant's Exhibit what? 

3 THE CLERK: 18, Your Honor. That's the only thing I 

4 have. 

5 THE COURT: 18? 

6 

7 

8 

9 

10 

11 

12 

13 

THE CLERK: Yes, Your Honor. Yes. 

(Defendant's Exhibit Number 18 was marked and received.) 

BY MR. BEERS: 

Q About your last answer, about the May 9 example we looked 

at, do you see any login -- what did you say, 24 hours prior 

to you could login and leave it there, or 48? 

A I guess there were 48 to 72 hours that you can remain 

logged into the account. 

14 Q When is the last login on this account prior to May 9? 

15 It's not within 48 hours or 72 hours, is it? 

16 A 

17 

It shows it as being May 5th. 

MR. BEERS: Judge, what I would like to do now is 

18 make sure the ones he looked at are in. We've got the logins 

19 as a single exhibit. 

20 

21 

22 

THE COURT: That '.s Defendant's 18. 

THE CLERK: Uh-huh. 

MR. BEERS: He looked at a May 5 -- May 10 -- May 9 

23 and May 10 e-mail chain several times. 

24 (Defendant's Exhibit Number 19 was marked for 

25 identification.) 
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1 THE COURT: Are they separate? 

2 MR. BEERS: We can put them all together, if you 

3 like. It would be easier. Sure. 

4 THE COURT: It's Defendant's 19. 

5 MR. BEERS: Right. And the June 8, 2012, e-mail that 

6 we looked at, the witness looked at. 

7 

8 

THE CLERK: Is this all together? 

MR. BEERS: Sure, all together. They've got them. 

9 The May 13 e-mail. 

10 BY MR. BEERS: 

11 Q Let me show you also Exhibit 14 that's already in. 

12 Defense Exhibit 14. 

13 THE CLERK: Just a minute. ID only. 

14 BY MR. BEERS: 

15 Q I'm going to ask you about an e-mail here in a minute 

16 dated May 31. Do you see a login on May 31, sir, 2012? 

17 A 

18 Q 

19 A 

20 Q 

21 

It's not showing on the -

Huh? 

It's not showing on the screen here. 

All right. The question is: Is there a May 31 login? 

MS. ROTTENBORN: Your Honor, if Mr. Beers would 

22 clarify the question. There's no login on May 31st in GMT 

23 time. But, if I may, we should be clear what time zone we're 

24 talking in, because these records that are produced here 

25 reflect logins on June 1st that, when you convert, do show 
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1 results in May 31. And I'm getting concerned that people are 

2 getting confused what time zone we're talking about, and it's 

3 misleading at this point. 

4 MR. BEERS: Well, we had a stipulation on that. And 

5 I would suggest that we send the written stipulation to the 

6 jury. 

7 BY MR. BEERS: 

8 Q Do you understand the time zone that we've stipulated to? 

9 GMT and UTC are the same. 

10 A 

11 Q 

Right. 

Okay. And Eastern Daylight Time -- Virginia time is 

12 always four hours behind GMT or UTC, correct? 

13 A 

14 Q 

(Nods head up and down.) 

All right. Now, Exhibit 14, I thought it was in, but 

15 we'll take that up later, marked for identification, 

16 apparently, is an e-mail purportedly -- well, let me ask you 

17 this: Is there-- do you see a login for May 31, 2012? 

18 A 

19 

I don't see a login on May 31st on GMT time zone here. 

MR. BEERS: All right. Thank you, sir. I would 

20 reurge admission of Exhibit 14, which is an e-mail dated 

21 May 31, 2012. Right now, it's marked for identification 

22 

23 

24 

25 

apparently. 

BY MR. BEERS: 

Q And, finally, this is not one that was produced by Yahoo, 

but it was produced by Meghan White, by Meghan White in 
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1 response to requests from the government. I will show this to 

2 you. 

3 MS. ROTTENBORN: Let me see it. Thank you. 

4 BY MR. BEERS: 

5 Q And I'll represent to you, and I think they'll agree 

6 that -- well, let's just ask it. All right. May 9, 2012, 

7 purports to be an e-mail from a Bill White at 

8 dhyphen@yahoo.com to a Meghan White, also a Yahoo customer. 

9 Do you see that? 

10 A 

11 Q 

Yes. 

But we've already established through a couple of other 

12 examples that there's no login on that date, right, May 9? 

13 A On GMT time zone, no. 

14 Q Well, on any time zone, right? 

15 A Correct. 

16 Q Okay. 

17 MR. BEERS: All right. I would move that last one 

18 in, Judge. 

19 

20 

21 

THE CLERK: Which one? 

THE COURT: It will be Defendant's 20? 

MR. BEERS: It's a May 9, 2012 e-mail exchange. 

22 Thank you, Your Honor. 

23 (Defendant's Exhibit Number 20 was marked and received.) 

24 

25 

MR. BEERS: Thank you, Your Honor. 

REDIRECT EXAMINATION 



Hernandez - Redirect 

1 BY MS. ROTTENBORN: 

2 Q I have just a few minutes, and I'm sure is ready for 

3 lunch. But Mr. Beers showed you the login sheets for the 

4 Yahoo account. Do you see that on your screen? 
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5 MS. ROTTENBORN: And that can be published to the 

6 jury; it's already in evidence. 

7 BY MS. ROTTENBORN: 

8 Q 

9 A 

10 Q 

This is the dhyphen account login times? 

Yes. 

These are only the times that the user logs into the 

11 account; is that right? 

12 A 

13 Q 

14 A 

15 Q 

16 A 

17 Q 

18 A 

Yes. 

It doesn't show how long they've been logged in? 

Correct. 

And it doesn't show log out times? 

Correct. 

How long can a user remain logged in at any one time. 

If it's through the desktop, if you have a desktop, 

19 

20 

21 

22 

normally if you click on the option to remain logged in, I 

believe it's anywhere from 48 to 70 hours. 

Q Would that include if you're accessing from a laptop 

computer? 

23 A 

24 Q 

Yes. 

If a user had clicked for the option to be logged in for 

25 up to 48 to 72 hours but didn't actually want to be logged on 
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1 for that long, can they nonetheless log out by actually 

2 clicking the log-out button? 

3 A Yes. 

4 Q So you could reflect login and log times that are less 

5 than 48 hours in those instances? 

6 A Yes. 

7 Q Mr. Beers also asked you some questions in lots of 

8 different time zones about whether or not there were logins on 
) 

9 certain days. I would like to use one an example. He asked 

10 you if there was a login on May 31st. And I believe you 

11 testified the answer was, "No, not in GMT time"; is that 

12 right? 

13 A Yes. 

14 Q If you look at the very last line on the login sheet, do 

15 you see a login there for June 1st? 

16 A Yes. 

17 Q And in GMT time, what time was the login? 

18 A 00:36:08. 

19 Q So in Mexico, which is five hours behind GMT time, as we 

20 agreed in the stipulation, that login actually was on 

21 May 31st? 

22 A With the conversion, yes. 

23 Q When a user sends an e-mail to somebody else who is in a 

24 different time zone than they are, and you are looking at a 

25 version of the e-mail from the person who received the e-mail, 
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so you're in California, and you send an e-mail to the U.S. 

attorney's office here in Virginia, and you have the version 

that I have received in Virginia, what time zone is reflected 

on that e-mail? 

A Normally, if we look at the headers, it would be in the 

6 user's that received the e-mail, in their time zone. In that 

7 

8 

case, it would be in Eastern Time .. 

Q It's not showing what the sender's time zone was? 

9 A Correct. 

'10 MS. ROTTENBORN: Thank you. I have no further 

11 questions at this time. 

12 

13 

14 

15 

16 

THE COURT: All right. Thank you. 

MR. BEERS: Judge, two quick questions on that. 

RECROSS-EXAMINATION 

BY MR. BEERS: 

Q First of all, we looked at an e-mail from a Meghan White 

17 who's a Yahoo customer, right? We looked at that a minute 

18 ago? 

19 A 

20 Q 

It appears that they had a net Yahoo.com account. 

As a Yahoo customer, if she doesn't want to receive 

21 

22 

23 

24 

25 

e-mails from someone, what are her options? 

A Yahoo e-mail gives the user the option of creating 

filters and/or blocking certain e-mails. 

Q And how do you do it? 

A You would have to login to your Yahoo e-mail account, and 
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1 within there~ you have options of setting up these filters 

2 under your mail user options. 

3 Q That's explained to you? That's explained to the user? 

4 A Well, you would have to go in there and look at the 

5 ·options. 

6 Q The options are evident to the user once you go in? 

7 A Right. 

8 Q Okay. And one more question about May 31. I didn't 

9 quite follow it, but Exhibit 14 marked for identification 

10 is -- what does the time on this e-mail show, the time on the 

11 e-mail? 

12 A I mean, there's two times here. Which one are you 

13 referring to? 

14 Q The one that indicates -- this one. Why don't you read 

15 that, "Bill White." 

16 A So an e-mail --there's a time zone sent from Bill White 

17 at Thursday May 31st, 2012. 

18 Q 

19 A 

20 here. 

21 Q 

22 A 

23 Q 

24 when 

25 time. 

What time? 

I don't know what time zone because it's not reflected 

What does it say? 

It says "12:17 p.m." 

Okay. And then in response to Ms. Rottenborn's question, 

when is there a login on May 31 on that day? One more 
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1 A Again, this exhibit shows the last login -- or the 

2 earliest login on June 1st at 00:36:08 GMT time zone. 

What is that in Eastern Daylight Savings Time? 

That would be around 8:00p.m. on May 31st. 

8:00 p.m. on May 31st. What time is the e-mail? 

227 

3 Q 

4 A 

5 Q 

6 A The e-mail, I testified what the line says, "May 31st, 

7 

8 

2012." But I also just wanted to clarify here --

Q What's the -- go ahead. 

9 A -- there is a date range on the top here that runs from 

10 June 1st, 2012. So that is the date range that we provided 

11 here. Whether there were login reports this does not 

12 

13 

14 

15 

reflect that, but if we were to convert the earliest login to 

Eastern Time zone, would put that on May 31st. 

Q Well, okay. If there were an e-mail on May 31st, how 

come there's no login for May 31st? 

16 A Well, I don't know, because, again, there's a date range 

17 which begins at June 1st, 2012. 

18 Q Right. 

19 A 

20 Q 

I'm just going by what we produced here. 

How about the last one? There are two logins. When is 

21 the last date on the first login, May 30th? 

22 A 

23 Q 

Again, it's May 30th, because the range ends at May 30th. 

Right. So there's no login-- in response to the search 

24 warrant, you were asked for logins, right, your company? And 

25 you produced no login sheet for May 31, the date of 
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1 Exhibit 14, correct? 

2 A According to these records, it does not reflect it. 

3 Q Thank you, sir. And that's because why? 

4 A I don't know at the time if there was -- I don't recall 

5 if it was a date range stipulated in the warrant; if there 

6 was, we would have limited it to the date range. At the time 

7 I would pull records, when we executed the warrant, I'm not 

8 sure if it could have been on that date. 

9 Q Okay. 

10 A And also 

11 Q Well, you're speculating now, right? 

12 A No, I know this. 

13 Q Okay. 

14 A Our login tracker tool has a 48-hour lag time. So if we 

15 had pulled this -- I'm not sure when this was pulled. I know 

16 when we executed the warrant, the date set there. 

17 Q Okay. So you need to see the warrant to answer the 

18 question, correct? 

19 A It's been -- I know this warrant has been quite a while, 

20 yeah. 

21 Q Thank you, sir. And you haven't reviewed it lately, so 

22 you don't know what was on the search warrant, the date range? 

23 A I don't recall. I would have to, just to recollect in my 

24 mind, yes. 

25 MR. BEERS: All right. Thank you, Your Honor. 
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MS. ROTTENBORN: I have one question. 

THE COURT: All right. 

3 FURTHER REDIRECT EXAMINATION 

4 BY MS. ROTTENBORN: 

5 Q In the materials that Yahoo produced, there are date 

6 ranges for the produced materials? 

7 A Yes. 

8 Q 

9 A 

10 Q 

And there's two different sets, right? 

Yes. 

What is the date range for the first set of produced 

11 materials? 
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12 A The earliest one runs from June 7th, 2011 to May 30th, 

13 2012. 

14 Q And the second set of materials? 

15 A The second set is from June 1st, 2012 to October 26th, 

16 2012. 

17 Q So materials were not produced for May 31st in this date 

18 range? 

19 A No. 

20 Q There's a one day gap? 

21 A Right. 

22 MS. ROTTENBORN: Thanks. No further questions. 

23 MR. BEERS: One further question, Your Honor. 

24 THE COURT: All right. Let this be the last one. Go 

25 ahead. 
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MR. BEERS: This is it, Your Honor. 

FURTHER RECROSS-EXAMINATION 

BY MR. BEERS: 

Q The beginning of your testimony and the ending, there is 

no technical evidence in this case -- we're talking about four 

e-mails in this case that purportedly came from the 

defendant's Yahoo account, okay? 

A Yes. 

Q And they're covered in this range by these search 

warrants, okay, during May 2012, and June 7, 2012, right? 

11 A 

12 Q 

Yes. 

There's no technical evidence in the record that shows 

13 

14 

15 

that those e-mails came or were sent from his computer or from 

his account, correct? 

A Could you --

16 Q There's no technical evidence or computer evidence that 

17 thee-mails were sent from the defendant's Yahoo account? 

18 A On a specific date or -- I mean, is that what you're 

19 referring to? 

20 Q Take May, May 2012. I thought that was your testimony, 

21 

22 

23 

24 

25 

that there's nothing in the sent folder? 

A Right. We produced a set of records, and what --

pursuant to what was on the disc, that's what was available on 

the user account, everything that was stored in the user's 

account. 
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So there's no sent e-mail, correct? 

In looking at the exhibits 

Right. 

-- it appears that there wasn't. 

231 

1 Q 

2 A 

3 Q 

4 A 

5 Q 

6 A 

7 Q 

8 

There was not. Okay. Is that your -- there was not? 

Well --

All right. Thank you. All right. 

THE COURT: Thank you. 

9 THE WITNESS: Thank you. 

10 THE COURT: Ladies and gentlemen of the jury, it's a 

11 quarter until 1:00. We're going to give you an hour for 

12 lunch. What I've told you about not discussing the case 

13 applies while you're at lunch. Ask the marshal to recess 

14 court until a quarter until 2:00. 

15 (Recess taken from 12:47 p.m. until 1:56 p.m.) 

16 THE COURT: Let the record reflect that all 14 

17 members of the jury have returned, Mr. White is present, we're 

18 ready to proceed. 

19 Ask the United States to call its next witness. 

20 MR. HOGEBOOM: We call Debra Healy. 

21 DEBRA HEALY, GOVERNMENT'S WITNESS, SWORN 

22 DIRECT EXAMINATION 

23 BY MR. HOGEBOOM: 

24 Q 

25 A 

Good afternoon. 

Good afternoon. 
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1 Q Would you state, spelling your last name for the court 

2 reporter, please. 

3 A Debra Healy, H-E-A-L-Y. 

4 

5 

Q And where do you reside? Just the city would be 

sufficient. 

6 A 

7 Q 

8 A 

9 Q 

10 A 

Orlando, Florida. 

Okay. And who are you employed by? 

I'm employed by the Seminole County Sheriff's Office. 

And what is your job description? 

I am a digital forensics examiner currently assigned 

11 full time to the FBI Task Force. 

12 Q 

13 A 

14 Q 

And how long have you been with the FBI Task Force? 

Three years. 

And with the FBI Task Force, what are your duties? 

15 

16 

A I examine digital -- or digital devices for the presence 

of evidence. 

17 Q And if you would, would you tell the .jury what a digital 

18 device is? 

19 A A digital device is a computer hard drive, thumb drive, 

20 

21 

22 

CD, cell phone, tablet, anything that contains digital media. 

Q Now, did there come a time that you were assigned to do a 

digital analysis on William A. White's computer? 

23 A 

24 Q 

25 A 

Yes, sir. 

And how did you get that assignment? 

It was a request I received from Special Agent Michelle 
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1 Krempa with the FBI. 

2 Q 

3 A 

Do you know how the computer had been obtained? 

No, sir. 

4 

5 

Q When you got the computer, was the computer the only 

thing provided to you? 

6 A No. There were several items of digital media. 
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7 

8 

Q And did you do, I guess, a digital forensic examination 

report? 

9 A Yes, I did. 

10 Q 

11 A 

And what does that report contain? 

The report contains the evidence. It documents the items 

12 that were submitted to me, to include make, model, and serial 

13 number, digital photographs of each item, and then any data 

14 that was provided to the agent in reference to the case. 

15 (Government's Exhibit Numbers 3-1, 3-3A and 3-3B were 

16 marked for identification.) 

17 Q Okay. I'm going to hand up to you what I've marked as 

18 Government's Exhibits 3-1, 3-3A and B, and ask if you can 

19 identify these documents? 

20 If I may approach, Your Honor? 

21 THE COURT: Yes, sir. Would you tell the jury what 

22 those items are, and if you would, give the number. 

23 MR. BEERS: Judge, I wonder if I can take a look at 

24 those before she starts --

25 THE COURT: Yes. 
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MR. HOGEBOOM: They were provided in discovery. 

MR. BEERS: Well, along with . 

MS. ROTTENBORN: What numbers? 

MR. HOGEBOOM: 3-1 and 3-3A and B. 

5 BY MR. HOGEBOOM: 

6 Q Have you had a chance to look at those? 

7 A Yes, sir. 

8 Q What is 3-1? 

9 A 3-1 is the digital forensic examination report that 

10 provided to Special Agent Krempa. 
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I 

11 Q Does that include an inventory of the items which you 

12 examined? 

13 A The image? 

14 Q No, an inventory or list of the items that you examined? 

15 A Yes, it does. 

16 MR. BEERS: I object to hearsay, Judge. I'm not sure 

17 where we are going here. This is not her report, is my 

18 understanding? 

19 

20 

THE WITNESS: Yes, sir, it is. 

THE COURT: It is her report, she said. 

21 BY MR. HOGEBOOM: 

22 Q Would you turn to the back page. Did you sign that 

23 report? 

24 A 

25 Q 

It is not signed, but this report was prepared by me. 

You prepared that report? 
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1 A Yes, sir, I did. 

2 Q 

3 A 

4 Q 

5 A 

At the request of the FBI special agent in Orlando? 

Yes, I did. 

And what is Exhibit 3-3A? 

It is a photograph of the chain of evidence that was 
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6 

7 

8 

provided to me by the FBI, that was attached to the evidence 

that was submitted. 

Q And it's numerous photographs? 

9 A Yes. These are the photographs that I took when I 

10 received this piece of evidence. 

11 Q 

12 A 

13 Q 

And is that standard procedure in a forensic examination? 

Yes, sir, it is. 

Why would you photograph the equipment that you are going 

14 to examine? 

15 A It's standard procedure. We photograph everything that 

16 comes in to our laboratory for analysis. 

17 Q 

18 A 

Okay. And 3-3B? 

Those are the digital photographs I took of that item of 

19 evidence. 

20 MR. HOGEBOOM: Your Honor, at this time I would move 

21 in Government's Exhibits 3-1, 3-3A and 3-3B. 

22 THE COURT: It will be received. 

23 (Government's Exhibit Number 3-1, 3-3A, and 3-3B were 

24 received.) 

25 THE CLERK: Your Honor, is 3-3 the same as 3-3A? 
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MR. HOGEBOOM: I'm sorry? 

THE CLERK: 3. 

THE COURT: 3-1, 3 dash --

MR. HOGEBOOM: 3A and B. There's no 3-2. 

THE CLERK: I know you have 3-1, 3-2, and 3-3. 

MR. HOGEBOOM: It should be 3-3A and 3B. 

7 BY MR. HOGEBOOM: 
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8 Q Looking at the report, , can you tell what type of laptop 

9 was recovered or reviewed by you? 

10 A The laptop was a Toshiba. 

11 THE COURT: Was a what? 

12 THE WITNESS: Toshiba. 

13 BY MR. HOGEBOOM: 

14 Q If you would, walk through with the jury the steps that 

15 you took to attempt to do your analysis. 

16 A Every piece of media that's brought into my lab is 

17 photographed as soon as it arrives. The chain of custody 

18 forms are completed. I then make sure that everything is 

19 documented. 

20 The laptop in this case was removed from the packaging. 

21 I photographed it. I then removed the hard drive from the 

22 laptop. Once the hard drive was removed, it was documented as 

23 far as make, model, and serial number. It was then attached 

24 to a hardware write blocker that I validated as working 

25 accurately, and an image was created. We create an image by 
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1 using software that takes and copies that hard drive bit by 

2 bit. 

3 At the conclusion of that image, it is then verified that 

4 no changes were made to the original evidence by doing what is 

5 called a hash analysis, which is basically a mathematical 

6 algorithm that is assigned to a piece of media that says this 

7 is what the value of it was before, and this is what the value 

8 of it is now. 

9 At the conclusion of making sure that those hash values 

10 match, I then put the hard drive, the original hard drive, 

11 back into the evidence and reseal it. All examination takes 

12 place on my forensic copy, not on the original evidence. 

13 Q 

14 A 

You mentioned hash value. What is a hash value? 

A hash value is a mathematical algorithm that is used --

15 again, it's assigns a number or a value to a piece of media so 

16 that you can validate that no changes were made to it. It has 

17 been equated to DNA. You will not have the same hash values 

18 for two pieces of media, unless they are identical. 

19 Q Now, as you conduct the exam, do you take notes as you go 

20 along? 

21 A Yes, I do. 

22 Q And how do you take those notes? 

23 A They're taken in the computer. 

24 Q And those are the notes used to prepare your report? 

25 A That's correct. 
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1 Q And when you're doing your investigation, what are ¥OU 

2 looking for? 

3 A Basically, when an agent gives me the request, he tells 

4 me what data or what items that he may be looking for in this 

5 case. 

6 Q Okay. And do you recall on this inquiry what you were 

7 

8 

9 

10 

looking for? 

A They requested any pictures, graphics, Internet history, 

e-mail correspondence, or any type of electronic 

communications. 

11 Q Now, we'll get to the computer here in a comment, but 

12 there was also other data, or other items that were presented 

13 to you for investigation; is that correct? 

14 A 

15 Q 

That's correct. 

Okay. And what were the other items? If you need to 

16 refer to your report, please feel free. 

17 A There was a digital camera, an Amazon Kindle, a cellular 

18 

19 

20 

21 

telephone, and a thumb drive, as well as the laptop and a 

CD/DVD. 

Q Going through, on the camera, did you find any data on 

the camera? 

22 A 

23 Q 

No. 

Was there anything on the camera? 

24 

25 

A No, the camera itself didn't contain any digital data. 

There was a memory card that was inserted into the camera. 
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1 That was removed, and then there were some graphics that. were 

2 recovered off of that card. 

3 Q And how about the Kindle tablet? 

4 A No. The Kindle tablet was damaged at the time that I 

5 received it, and it was documented that there was no data 

6 extracted off of it. 

7 Q And you recovered a cell phone? 

8 A Yes. 

9 Q And any data from the cell phone? 

10 A No. There was no SIM card in the cell phone at the time 

11 that it was given to me, and no data could be extracted 

12 without it. 

What is a SIM card? 13 Q 

14 A The SIM card is the card that you get from the cellular 

15 provider that, when you put it into the phone, it makes it 

16 operational and stores limited data on it. 

17 Q And an MP3 player was recovered? 

18 A Yes, it was. 

19 Q All right. Any data or anything? 

20 A There was data that was on it. It was MP3 files. 

21 Q And what are MP3 files? 

22 A They're music files. 

23 Q Okay. And the thumb drive? 

24 A There was several documents and graphics that were 

25 recovered off of the thumb drive. 
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1 Q And what is a thumb drive? 

2 A A thumb drive is a piece of digital media you insert into 

3 a computer where you can store data at. It's also called a 

4 flash drive, thumb drive. 

5 Q And a DVD was provided to you? 

6 A That's correct. 

7 Q Okay. Was there anything on the DVD? 

8 A There was. 

9 Q And, what was on the DVD? 

10 A The, DVD when it was looked at with forensic software, 

11 indicated that it was a TrueCrypt recovery disc. 

12 Q 

13 A 

What does a TrueCrypt recovery disc do? 

Basically, if you're running TrueCrypt encryption 

14 software and your hard drive becomes corrupt or it will no 

15 longer work, you can use what's called a recovery disc, to put 

16 it inside the computer; that will then bypass certain features 

17 and allow you to reboot the computer to a previous setting, or 

18 to assist in making the computer operational again. 

19 Q Now, in regards to the Toshiba laptop, did you recover 

20 any data off the Toshiba laptop? 

21 A No. 

22 Q Okay. Were you able to tell what was on the Toshiba, 

23 what operating systems or software might be loaded? 

24 A I know that it was a Windows operating system, and other 

25 than that, I couldn't recover any data because it was 



241 

Healy - Direct 

1 encrypted. 

Was does it mean to be encrypted? 2 Q 

3 A Basically, when you encrypt data, you use software that 

4 then takes all of the information that's on that computer, and 

5 it scrambles it to a point where it cannot be read or 

6 understood unless you have the key to unscramble it or 

7 unencrypt it. 

8 Q Okay. And what type of keys would you need to unscramble 

9 or unencrypt it? 

10 A You would have to have the user key, whether it be a 

11 password or a pass code, something. 

12 Q Okay. And were you able to identify the program used to 

13 encrypt the computer? 

14 A Yes, I was. 

15 Q And what was the program? 

16 A It was TrueCrypt. 

17 Q If you would, tell the jury what TrueCrypt is. 

18 A Basically, True Crypt is an encryption program that you 

19 can get free off of the Internet. You download it and you can 

20 encrypt your entire hard drive using that piece of software to 

21 where nothing there is readable. 

22 Q 

23 A 

24 Q 

25 A 

Is it a program in common use? 

Yes, sir. 

Is there a cost to it? 

No, sir. 
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1 Q What type of users would use TrueCrypt? 

2 A People who are wanting to protect the information that 

3 

4 

5 

they had on their computer. 

Q And in addition to individuals, do businesses use 

TrueCrypt? 

6 A Yes, sir. 

7 

8 

Q And what type of businesses? What would they be 

attempting to protect? 

9 A Intellectual secrets, you know, people's social security 

10 numbers, private identification, that kind of thing. 

11 Q 

12 A 

13 Q 

Is it fairly widely used throughout the country? 

Yes, sir. 

Now, when you normally conduct your forensic 

14 investigation, are you usually able to recover data? 

15 A 

16 Q 

17 A 

Under normal circumstances, yes, sir. 

And what type of data would you usually recover? 

When it comes to doing a normal examination, I can 

18 recover graphics, I can recover movie files, document files, 

19 Internet history. Anything that's stored on that computer, I 

20 can normally recover. 

21 Q 

22 A 

23 Q 

Now, have you heard the term "full volume encryption?" 

Yes. 

What is full volume encryption? 

24 

25 

A Full volume encryption basically means the entire 

computer, the entire hard drive is encrypted. You can 
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1 sometimes use TrueCrypt or other encryption softwares to just 

2 encrypt a part of it, like a single file or a particular 

3 partition, or you can use it to encrypt the entire computer. 

4 Q And what steps did you take to attempt to get behind the 

5 encryption? 

6 A Several software programs were utilized to attempt to 

7 gain entry into the computer, Passware and PRTK, several 

8 others. It requires the user's password, and it was -- I was 

9 unable to break the encryption. I didn't have the password. 

10 Q If you could just briefly explain how the encryption 

11 program works? 

12 A Basically, it just takes the data and makes it 

13 unreadable. 

14 Q Now, have you heard of an anonymizer known as Tor? 

15 A Yes, sir. 

16 Q What is Tor? 

17 A Basically, Tor anonymizer is a program that you can use 

18 that will keep people fro~ knowing who's sending an e-mail, 

19 who's blogging, who is logging on to particular web sites. 

20 And it basically 

21 who is doing it. 

an anonymizer means that they don't know 

22 Q 

23 A 

And how does Tor work? 

Basically, it works by when someone sends something out 

24 from one party to another, it's almost like it goes through so 

25 many layers. If it were like a letter, you would send it to 



1 

2 

3 

4 

5 

6 

7 

8 

9 
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one person and they would take the envelope off of it, put a 

new envelope on it and send it to another person and keep that 

up. 

So when you're using a Tor anonymizer, basically no one 

knows where it came from or where it's going until it gets to 

its final destination, and there's no way of backtracking to 

understand where it came from. 

Q And does each person's account or computer have an 

individual address unique to that computer or individual? 

10 A Yes. IP address is basically an address that's assigned 

11 to you when you're using the Internet. Everybody who is on 

12 the Internet, you have to have an IP address to get out there. 

13 Q And how does Tor mask the IP address? 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

A Basically, when you're sending things out using Tor, it 

sends it to one of the relays in their network, and it strips 

off -- it encrypts the data that is being sent out th~re, and 

at each stop, it takes and strips some of it off and replaces 

it with others. So, again, with that terminology, nobody 

knows where it is going or where it's been. So even though it 

may get to a relay, we have no idea how many relays it went to 

before that, or how many relays it is going to after that. So 

it strips that IP address of where it came from off of it. 

Q And if someone on -- was using a laptop and had logged on 

to Facebook and a Yahoo account at the same time, how would 

that affect the Tor? 
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1 A If it was in the same session, then, basically, it would 

2 send it out, and it could bounce off of the same network or 

3 same relay at the same time. 

4 Q And how would that show up on a search warrant that was 

5 served on Yahoo and/or Facebook? 

6 MR. BEERS: I'm going to object, Judge. This is well 

7 beyond, I think, the scope of any expert disclosure they made, 

8 these kinds of questions. I can show the Court -~ 

9 THE COURT: I think the question is proper. I 

10 overrule the objection. Go ahead. 

11 A Basically, when you're logged on through Tor for the same 

12 session, if it's routing it to one of the relays, then 

13 everything that's logged on, all of the sessions that were 

14 logged on would come up with the same IP address. 

15 BY MR. HOGEBOOM: 

16 Q 

17 A 

18 Q 

Now, does Tor make your computer operate any faster? 

No, sir. 

What effect, if any, would it have on time stamps on 

19 e-mails? 

20 A There wouldn't a way of going through and identifying 

21 individual time stamps as being accurate. 

22 Q And how is Tor marketed? 

23 A It's free. 

24 Q It's free? 

25 A It's free. It's downloaded on the Internet. You can get 
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1 it for free. 

2 Q 

3 A 

Do they have a marketing strategy that you've observed? 

Basically, it's marketed as people who are whistle 

4 blowers, people who want to post things and not have it come 

5 back and have people retaliate against them for what they 

6 post. The media uses it a lot of times. A lot of times 

7 people who are overseas will use Tor so that they won't be 

8 identified as a particular -- like if you're American, you 

9 won't be identified as an American and targeted, that kind of 

10 thing. 

11 Q I want to ask you to look at Government's Exhibit 4-8, 

12 page 5? 

13 MR. HOGEBOOM: And this will just be to tender this 

14 exhibit. Your Honor, it will not be introduced at this time. 

15 THE COURT: Government's Exhibit what? 

16 MR. HOGEBOOM: 4-8, page 5. If we could show that 

17 to--

18 MR. BEERS: Before you do that, what exactly is the 

19 exhibit? Okay. 

20 MR. HOGEBOOM: We're showing it to the tables. We're 

21 

22 

23 

24 

25 

not going to publish to the jury at this time. 

THE COURT: All right. 

BY MR. HOGEBOOM: 

Q Looking at these various IP addresses, and then it shows 

within a couple -- or hour and a half period different cities. 
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1 Looking at that, what would that suggest based on your 

2 experience in doing analysis of computers? 

3 A It would 

4 MR. BEERS: Same. I just want to renew this 

5 objection. They didn't disclose this whole area in their 

6 disclosure under the rules. 

7 

8 

9 

10 

11 

THE COURT: I overrule the objection. Let's go 

ahead. 

A It would indicate to me that an anonymizer was being 

used. 

BY MR. HOGEBOOM: 

247 

12 Q Can you tell from this what type of anonymizer, or the 

13 name? 

14 A 

15 Q 

16 A 

17 Q 

18 A 

19 Q 

20 A 

No. 

What, if you know, does Tor stand for? 

Originally, it was the onion router. 

The onion router? 

Yes. 

Is that because you have like a skin of an onion? 

Because you had so many layers to get through in order to 

21 

22 

23 

24 

25 

get through the network. 

Q And, again, from your experience doing these types of 

things, coul~ two people in different countries show the same 

IP address if they were using Tor? 

A Yes, sir. 
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1 Q Okay. And can Tor be loaded on any electronic device? 

2 A Not any electronic device. It has to have certain 

3 capabilities. 

4 Q And in doing your work with the FBI Task Force, have you 

5 done investigations involving hacking, either web or computer 

6 web hacking or e-mail hacking? 

7 A Yes, sir. 

8 Q And what is needed to do the hacking? 

9 A You either have to have sophisticated software to hack 

10 someone, or you have to have their password, or you have to 

11 have some way of getting in. 

12 Q And if you don't have a defendant's -- or an individual's 

13 password, how could one hack a computer? 

14 A You would have to use some type of virus, Trojan, or 

15 software. 

16 Q And if an individual is in Mexico using his computer, 

17 would that make any difference on what's needed to hack into 

18 it? 

19 A 

20 Q 

21 able 

22 A 

23 

No, sir. 

In your experience, could an average computer user be 

to hack an account? 

I wouldn't consider that an average user, no, sir. 

MR. HOGEBOOM: May I have a moment, Your Honor? 

24 BY MR. HOGEBOOM: 

25 Q Can Tor be run on Smartphones? 
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1 A Yes, sir. 

2 

3 

4 

5 

Q And how about a non-Smartphone? 

A No, sir, not to my knowledge. 

Q Okay. And if you would, could you tell the jury the 

difference between a Smartphone and a non-Smartphone? 

249 

6 A Anything that has a processer that acts like a computer, 

7 anything that you can access the Internet with, go out and 

8 visit web sites, that kind of thing, versus the old flip-style 

9 phone that just had the keypad on it. 

10 Q And if a phone had texting capabilities or limited 

11 access, you know, to open the Internet, did that necessarily 

12 handle Tors? 

13 A 

14 Q 

No, it would not. 

And why is that? What's the uniqueness be of a 

15 Smartphone to put Tor on? 

16 A Well, it's the processer and the capabilities of its 

17 

18 

19 

20 

21 

22 

ability to access the Internet. 

Q From your experience, having done the investigations, 

would it be fair to say that Tor does not store cache data, 

cookies, or the kind of temporary files that could be -- that 

could demonstrate whether an individual is on the Internet or 

what he might have done? 

23 A I have not known in my examinations for Tor to store that 

24 information. 

25 Q Okay. Thank you very much. I have no further questions. 
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1 Please answer any questions Mr. Beers may have. 

2 

3 

4 please. 

5 

6 

THE COURT: You may cross-examine. 

THE REPORTER: Could you spell your first name, 

THE WITNESS: D-E-B-R-A. 

THE REPORTER: Thank you. 

7 CROSS-EXAMINATION 

8 BY MR. BEERS: 

Good afternoon. 

Good afternoon. 

250 

9 Q 

10 A 

11 Q Is it agent? Detective? What is your title? I missed 

12 that. 

13 A 

14 Q 

15 A 

16 Q 

Agent. 

Agent. Okay. And you are from Florida, right? 

Yes, sir. 

Okay. All right. I don't have a whole lot· of questions 

17 for you, ma'am, agent. But just so I understand the 

18 testimony, I mean, lots of people use Tor? 

19 A Correct. 

20 Q Lots of people use encryption? 

21 A Correct. 

22 Q Okay. It's increasingly common, right? 

23 A Yes, sir. 

24 Q All right. And you're not here to say that there's 

25 anything wrong with trying to protect one's privacy, are you? 
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1 A No, sir. 

2 Q Okay. And then I thought I heard you say that -- IP 

3 addresses? 

4 A Correct. 

5 Q I mean, multiple Tor users could have the same IP 

6 address? Is that what you said? 

7 A No. 

8 Q Okay. Okay. Are there certain IP addresses associated 

9 with Tor? 

Yes, sir. 10 A 

11 Q Okay. And what your testimony is, you found IP addresses 

12 associated with Tor? 

13 A 

14 Q 

No, sir. 

Okay. You did not. Going back -- all right. 

15 I mean, can you look at IP addresses -- I'm just trying 

16 to follow this. Can you tell us which ones are associated 

17 with Tor versus which ones are not associated with Tor? 

18 A If you're running the Tor network, then it will tell you 

19 if it's part of the Tor network. But if you're not running 

20 the Tor network, then it will not associate an IP address with 

21 the Tor network. 

22 Q Let me just show you an example. I believe this is 

23 probably in from yesterday, but I'll show you some e-mails 

24 that Meghan White produced to the marshals. Okay. 

25 How many IP addresses associated with Tor are there out 
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1 there? 

2 A It would be a guess on my part to tell you. 

3 Q Okay. But, again, let me just ask it to make sure, 

4 

5 

couldn't more than one Tor user be using the same IP address? 

A That's possible, yes. 

6 Q Okay. All right. Now, just as an example, so I follow 

7 what we're doing here, let me show you a chain of e-mails that 

8 Meghan White produced to the marshals. And I have marked two, 

9 two header addresses, okay? Can you tell me if those are 

10 associated with Tor or not? I marked them. 

11 A Okay. I can't tell by looking at an IP address if it's 

12 associated with Tor like this. 

13 Q 

14 A 

15 that. 

Okay. 

There has to be research and investigation done into 

16 Q All right. You said something about time stamps, and I 

17 didn't catch it. You testified something about time stamps on 

18 e-mails, did you not? 

19 A 

20 Q 

He asked me if date and time stamps could be associated. 

Well, but my understanding is that, you know, in this 

21 case we're dealing with Yahoo, a Yahoo account. Isn't Yahoo 

22 putting the time stamps on e-mails, not Tor? 

23 A I don't know as far as how Yahoo handles -- I'm not an 

24 expert on Yahoo, sir. 

25 MR. BEERS: Okay. Thank you, Judge. 
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THE COURT: Any redirect? 1 

2 

3 

4 

5 

MR. HOGEBOOM: Yes, Your Honor. If we could show her 

page 5 of 4-8. 

BY MR. HOGEBOOM: 

Q And while that's coming up, you were asked on cross about 

6 the Tor. There's a Tor network? 

7 A There's a Tor network. 

8 Q And what does a Tor network do? 

9 A Basically, a Tor network is, when you're using Tor, you 

10 have people all over the world who will allow their computer 

11 to be used as part of the relay or part of the network of Tor 

12 users. That's how they go through all the levels, is they 

13 have these people who will allow their systems to be used as 

14 resources. Of course, each one of them would have an IP 

15 address. 

16 Q Are we talking about 10, 15 people? 

'17 

18 

19 

A No. Again, a guess, I think the 2011 estimate was there 

were over 4,000 Tor users who were allowing their systems to 

be utilized by the Tor relay. 

20 Q And if two people had the same Tor address within close 

21 proximity, what does that show, if anything? 

22 A 

23 Q 

I'm not understanding the question. 

If two people -- you were asked on cross about people 

24 

25 

having the same Tor IP address. 

A He asked me if two people could use the same Tor IP 
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1 address, and the answer is, yes, it could. 

2 Q But if it's showing a different IP address-- well, let 

3 me do it this way. If you would, just look -- I asked you 

4 this question; it was a little bit unfair, because I didn't 

5 have you go into it. Looking at Government's Exhibit -- or 

6 tendering Government's Exhibit 4-8, page 5, what on there 

7 leads you to believe that the -- that an anonymizer of some 

8 sort was used? 

9 A Because the dates and times of the usage and where it's 

10 located at as far as different countries in a very short 

11 amount of time span. 

12 

13 

14 

15 

Q Okay. And without reading from it, because it's not in 

evidence, are those countries -- you could talk in different 

countries versus counties or states; is that correct? 

A That's correct. 

16 Q And are there people in other parts of the world that 

17 allow their computers to be used? 

18 A 

19 Q 

20 

The Tor network is all over the world. 

Thank you very much. No further questions. 

MR. BEERS: Could we put that back for a second, what 

21 you have? 

22 BY MR. BEERS: 

23 Q They showed you -- what is it they were showing you 

24 that's now back up on the screen? I guess they didn't put it 

25 into evidence. What is it? 
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1 A It's a list of IP addresses with dates and times 

associated, as well as cities and regions. 2 

3 

4 

Q But you're not testifying, are you, Agent, that these are 

Tor addresses? 

5 A No, sir. 

6 

7 

Q Okay. All right. And you said something about 4,000 Tor 

users. Isn't it more like 4 million and rising, not 4,000? 

8 A As far as users or people who are allowing their systems 

9 to be used as part of the network? 

10 Q 

11 A 

Users. 

Okay. There's a difference between a Tor user. He asked 

12 me about people on the network. 

13 Q 

14 A 

What's the 4,000 figure I thought I heard? 

That would be a user. The 4,000 would be people who are 

15 allowing their systems to be utilized. 

16 Q 

17 A 

18 

19 

Would a hacker use Tor? 

They could. 

MR. BEERS: Thank you. 

MR. HOGEBOOM: I have no further questions, Your 

20 Honor. I would ask Ms. Healy be excused. 

21 

22 

23 

24 

25 

THE COURT: All right. Thank you. 

Would the government call its next witness. 

MR. HOGEBOOM: We call Todd Carroll, Your Honor. 

TODD CARROLL, GOVERNMENT'S WITNESS, SWORN 

DIRECT EXAMINATION 
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1 BY MR. HOGEBOOM: 

2 Q Good afternoon. If you would, would you state your name 

3 and spell your last name for the court reporter, please. 

4 A 

5 Q 

Yes, sir. My name is Todd Carroll. C-A-R-R-0-L-L. 

And how are you employed? 

6 A I'm a lieutenant with the Virginia Department of 

7 

8 

9 

Corrections Fugitive Unit. 

Q And how long have you been with the Department of 

Corrections? 

10 A 

11 Q 

18 years. 

And what is your current assignment? 

12 

13 

A I am assigned to the U.S. Marshals Fugitive Task Force 

here in Roanoke. 

14 Q 

15 A 

And what does a marshal's fugitive task force do? 

All we do is look for fugitives on the local, state, and 

16 federal level. 

17 Q And did there come a time that you were assigned to 

18 

19 

assist in the attempt to find where William A. White was? 

A Yes, sir. 

20 Q Okay. And who did you work with on that particular 

21 assignment? 

22 A 

23 Q 

24 A 

25 Q 

Tony Lytton, Deputy U.S. Marshal. 

And were there other people involved as well? 

I do not remember other deputies being involved. 

I mean not here, but in other parts of the country or 
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1 other parts of the world? 

Yes, sir. 2 A 

3 Q Okay. And there came a time that you were informed that 

4 someone had come forward with giving a lead on his possible 

5 

6 

7 

8 

9 

10 

location? 

A Yes, sir. 

Q And did you work with that individual? 

A I was with Tony Lytton, the deputy. He was primary 

working with that individual, and I was there and assisted 

with 'that individual. 

11 Q Okay. And how were you able to keep the team members 

12 up-to-date on what was occurring? 

13 A We worked primarily out of my vehicle, and I had a laptop 

14 that I would send e-mails out on. 

15 Q Okay. I'm going to hand you what has been marked as 

16 Exhibit 5-1 and ask if you can identify this document? 

17 MR. BEERS: Before he does that, again, I just need 

18 to see a copy. 

19 MR. HOGEBOOM: Let me borrow that back so I can show 

20 Mr. Beers. 

21 MS. ROTTENBORN: I have a copy. You can keep that 

22 one. 

23 BY MR. HOGEBOOM: 

24 Q 

25 A 

Have you had a chance to review that exhibit? 

Yes, sir. 
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1 Q Would you tell the jury what that is. 

2 A This is a chain of or series of e-mails that deal with 

3 notifying individuals within the department of what we were 

4 doing as it relates to trying to apprehend Mr. Bill White. 

5 MR. HOGEBOOM: Your Honor, at this time I would move 

6 for the admission of Government's Exhibit 5-1. 

7 

8 

THE COURT: All right. 

MR. HOGEBOOM: If I could have that back. And I ask 

9 that we can publish it to the jury. 

10 

11 

THE COURT: Yes. 

MR. BEERS: Judge, I don't object to his e~mails, but 

12 there's hearsay. There's other e-mails embedded in this from 

13 other people, so it's hearsay. 

THE COURT: Did you prepare it? 14 

15 THE WITNESS: I --no, sir. I'm within the e-mail 

16 chain as far as sending e-mails. 

17 BY MR. HOGEBOOM: 

18 Q~ You've read and/or sent some of the e-mails in this 

19 document; is that correct? 

20 A 

21 

Yes, sir. Yes, sir. 

MR. BEERS: So he's with the Virginia Department of 

22 Corrections, and there's e-mails with other agencies in here. 

23 That's the objection; hearsay. 

24 THE COURT: Well, what's the question about it? 

25 BY MR. HOGEBOOM: 
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1 Q The e-mail addresses and people listed in here were part 

of the fugitive task force group? 2 

3 A Yes. Within the host agency of the U.S. marshals, all 

4 are sworn in as special deputy U.S. marshals or are U.S. 

5 deputy U.S. marshals, and they're all in the task force. All 

6 those that have been notified within the e-mail are within the 

7 task force itself. 

8 MR. HOGEBOOM: Your Honor, the concern I have is 

9 we've -- well, let me ask. 

10 BY MR. HOGEBOOM: 

11 Q Did you receive and/or send all the e-mails in this 

12 chain? 

13 A 

14 Q 

Yes, sir. 

Okay. And that was at the time -- at the time as this 

15 investigation was going on? 

16 A 

17 

Yes, sir. 

MR. HOGEBOOM: Your Honor --

18 THE COURT: Overrule the objection. It will be 

19 admitted. 

20 (Government's Exhibit Number 5-1 was received.) 

21 MR. HOGEBOOM: And we would ask that it be published. 

22 THE COURT: All right. P 

23 BY MR. HOGEBOOM: 

24 Q 

25 

If we go to page 2. 

MR. BEERS: I don't have page 2, but all right. All 
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right, fine. 

BY MR. HOGEBOOM: 

Q Okay. Looking at this particular page, it's dated 

1 

2 

3 

4 

5 

6 

June 8th, 2012. Now, do you recall getting this ~-mail, and 

could you tell the jury what steps were taken once you 

received this e-mail? 

7 A Yes, sir. As this e-mail states, we had the CI with us. 

8 The CI was with us, communicating what was going on with 

9 Mr. Bill White. This is just talking about how he was coming 

10 back to the mainland. 

11 We were trying -- I'm sorry, sir. What the purpose,--

12 our purpose in this? 

Yes. 13 Q 

14 A We were trying to delay and find out where exactly 

15 Mr. Bill White was. We were trying to set up his 

16 apprehension. And some of the as far as the delay here, we 

17 were-- he was reported as far as getting a MoneyGram 

18 MoneyGrams are through Wal-Mart -- setting him up at a local 

19 Wal-Mart, and that's what this is referencing. 

20 MR. HOGEBOOM: Okay. And if we could go to the last 

21 one, or page 1 at the top. And just get the time sent and 

22 everything there. 

23 BY MR. HOGEBOOM: 

24 Q Okay. Again, this is continuing June 8th at 3:54p.m.? 

25 Do you recall receiving this? 
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Yes, I do. 1 A 

2 Q Let me hand you up what is marked as Government's Exhibit 

3 Number 5-4, and ask if you can identify that? 

4 A Yes, sir. This is -- this is an e-mail that I sent out 

5 once we learned that Mr. White was in custody. 

6 Q And that's one that you recall receiving? 

7 A Yes, sir. 

8 MR. HOGEBOOM: Your Honor, at this time we would move 

9 in Government's Exhibit 5-4. 

10 

11 

12 

THE COURT: All right. 

(Government's Exhibit Number 5-4 was received.) 

MR. HOGEBOOM: And we would ask that it be published 

13 to the jury. 

14 THE COURT: All right. 

15 BY MR. HOGEBOOM: 

16 Q 

17 A 

18 case. 

19 Q 

20 4:56? 

21 A 

22 Q 

23 A 

24 Q 

Okay. And, again, who is Tony Lytton? 

Tony Lytton, he was the lead deputy U.S. marshal on this 

And the date of this one, it's dated June 8th, 2012, 

Yes, sir. 

And you actually sent this e-mail out, did you? 

Yes, sir. 

And where did you get the information that the defendant 

25 was in custody? 
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1 A Tony was on the phone with Sergio. Sergio was our 

2 contact. He was the deputy U.S. marshal in Mexico that -- he 

3 is assigned out of the U.S. Embassy in Mexico. He is the one 

4 who coordinated everything on that end. 

5 Q And who was with you at the time you sent this e-mail? 

6 A Tony was with us, and the CI was with us in the vehicle. 

7 Q And was the CI with you most of the day? 

8 A Most all the day, the CI was. 

9 Q Okay. Now, on June 8th, were you aware of phone 

10 conversations between the CI and Mr. White? 

11 A Yes. The CI would make phone calls with us there. We 

12 were trying to control what was said, so we could -- again, 

13 trying to get him set up in a location for his apprehension. 

14 Q Now, did you get like an acting role in this task force 

15 search? 

16 A At one point I had to act as a Wal-Mart MoneyGram 

17 representative. 

18 MR. HOGEBOOM: If we could, Your Honor, we would play 

19 Government's Exhibit 2-9. 

20 (Recording is played.) 

21 BY MR. HOGEBOOM: 

22 Q That's you asking for the receipt? 

23 A Yes, sir, it is. 

24 (Recording is played.) 

25 BY MR. HOGEBOOM: 
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1 Q Now, you were directing the CI about the ten minutes; is 

2 that correct? 

3 A Yes, sir, that is correct. 

4 

5 

Q And why was that? 

minutes? 

What was the significance of ten 

6 A We were trying to delay him as much as we could, again, 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

because we've got -- I have to coordinate the -- or call the 

deputy U.S. marshal in Mexico, who then has to coordinate with 

the Mexican representatives to go to the location where he's 

at. 

There's a lot of information that, if he's at a 

particular Wal-Mart, and as he gave a store number, we've got 

to get to that store in whatever distance it covers in order 

to apprehend him. So we try to delay as long as we can, 

because we don't know how far off the particular store may be. 

So our goal is to delay him and get people in place. 

Q And you had to do an additional delay in addition to that 

particular one? 

A Yes, sir. 

MR. HOGEBOOM: Okay. If we could play 2-10. 

(Recording is played.) 

BY MR. HOGEBOOM: 

Q And, again, that was yours and/or Marshal Lytton's 

suggestion for the two hours? 

25 A Yes, sir. 
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1 Q Okay. And you were in the background of that one as 

2 well? 

3 A Yes, sir. 

4 

5 

Q And looking at your e-mail, would you tell the jury what 

time you were notifying people via e-mail of the arrest? 

6 A The e-mail referencing that Mr. White is in custody is on 

7 June 8th at 4:56 p.m. 

8 MR. HOGEBOOM: If I may have a moment, Your Honor. 

9 

10 

11 

Your Honor, I have no further questions. 

THE COURT: You may cross-examine. 

MR. BEERS: Could I have the paper copy of the 

12 exhibit you were showing the witness, with the paper chain? 

13 MR. HOGEBOOM: He has got the other one. 

14 MR. BEERS: He has got the same thing I have? 

15 MR. HOGEBOOM: No, he has the other one. There's two 

16 exhibits. 

17 MR. BEERS: Okay. There's that one, and wasn't there 

18 a multi-page. 

19 

20 

21 

22 

MR. HOGEBOOM: That's it. 

MR. BEERS: We've got it all, right? 

MR. HOGEBOOM: Yes. 

CROSS-EXAMINATION 

23 BY MR. BEERS: 

24 Q All right. I'm just trying to get clear what e-mail 

25 chain you've got here. Let me show you what I have got in 
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1 discovery and ask you to tell me if it's the same as what the 

2 government was just showing you. 

3 I'll give you back the exhibits that you were just 

4 testifying about, and I'm showing you three pages of an e-mail 

5 thread that the government has given me prior to trial. Are 

6 they the same or are they any different, because you appear in 

7 there several times? 

8 Let me ask it this way: In the e-mail that you have in 

9 front of you --

10 A 

11 Q 

Yes, sir. 

do you have an e-mail, Agent Carroll -- well, do you 

12 have an e~mail from John Bridge, who is a U.S. marshal, I 

13 think, dated June 8th, 2012, at 2:00 o'clock? So looking for 

14 U.S. Marshal John Bridge, the same day, June 8th, 2012? 

15 A Yes, sir, I do. 

16 Q 2:00 o'clock. Okay? 

17 A Yes, sir. 

18 Q And you're on that. You were a recipient, correct? 

19 A Yes, sir. 

20 Q And then the next e-mail that I have, at least in this 

21 chain, is from you to John Bridge. Do you see that? 

22 A 

23 Q 

24 

25 

Yes, sir. 

Okay. 

MR. BEERS: Can I show this to the jury? 

THE COURT: Yes. 
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1 BY MR. BEERS: 

2 Q All right. Just real quickly, there's an e-mail from 

3 John Bridge to you and others at 2:00 o'clock, right? 

4 A Yes, sir. 

5 Q 

6 A 

All right. Then you reply, "Thank you very much," right? 

Yes, sir. 

7 Q There's something wrong with your clock or somebody's 

8 clock, right, because you're two hours earlier, right? You're 

9 at 12:02, replying to him at 2:00 o'clock, correct? 

10 A 

11 Q 

Yes, sir. 

Okay. And John Bridge, he's on Eastern Daylight Savings 

12 Time, right, because he's just over in North Carolina, right? 

13 A Yes, sir. 

14 

15 

Q And you're on Eastern Daylight Savings Time because 

you're in Virginia? 

16 A 

17 Q 

Yes, sir. 

Okay. So the time .stamps on these are not reliable, 

18 right? 

19 A I can't really speak to that. That's right there at --

20 I'm not denying what that says, what that shows. 

21 Q 

22 A 

And you can't explain that, right? 

No, sir. 

23 

24 

25 

Q Okay. Because if he's replying to you, he should be 

after you in time, not two hours different, two hours before, 

right? 
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1 A Yes, sir. 

2 Q Okay. He's e-mailed you at 2:00, and you're replying at 

3 12:02, and you're on the same time zone, so that doesn't make 

4 any sense, right? Doesn't make any sense to yoq? 

5 A I can't explain it, sir. 

6 Q All right. All right, sir. Now, getting to the time of 

7 the arrest-- okay. As I understand it, you said "CI." Are 

8 we talking about Sabrina Gnos? 

9 A 

10 Q 

11 A 

12 Q 

13 A 

Yes, sir. 

Is she the CI? 

Yes. 

And she was with you, and you were where? 

I was in the driver's seat of my vehicle, on my computer 

14 at a local park. I'm not sure what --

15 Q Okay. So you're in Roanoke, and Tony Lytton is in the 

16 car with you? 

17 A Yes, sir. 

18 Q And the CI is in the car with you? 

19 A Yes, sir. 

20 Q Did at any time the three of you split up, in the next 

21 two hours? 

22 A Not that I recall. 

23 Q Okay. When Sabrina was with you, she was in the 

24 backseat, you two are in the front seat of the car? 

25 A Yes, sir. 
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1 Q Okay. So you didn't go to Wal-Mart 

2 A 

3 Q 

4 A 

No. 

-- anywhere, like on 220 or Lynchburg or whatever? 

No, sir. 

5 Q Okay. And was she -- was she sending any e-mails, 

6 Sabrina, in the backseat of your car? 

7 A No. 

8 Q Okay. Was she going on Facebook? 
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9 A I think she did have the ability to check Facebook on her 

10 phone. 

11 Q That was on her phone? 

12 A Yes, sir. 

13 Q Are you sure about that? 

14 A No, sir. 

15 Q Okay. All right. So then you said -- I mean, it took 

16 some time to communicate. So you're in Virginia, and you're 

17 on the phone with the CI to the defendant, right? That's your 

18 assumption? 

19 A Sabrina is 

20 Q Sabrina .. 

21 A -- is on the phone with Mr. White? 

22 Q The defendant, Mr. White? 

23 A Yes, sir. 

24 Q And when you're communicating, it took some time for the 

25 U.S. marshals down in Mexico to communicate up with you, 
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right? 

A Well, once they found out whatever they had down there, 

3 they communicated with us immediately. All this was realtime. 

4 

5 

6 

7 

They communicated with us, you know, immediately. As soon as 

they would find out anything, they would keep us up-to-date. 

Q Well, did it take -- I think you testified it took some 

time for you-all to communicate with the Wal-Mart security 

8 people in Mexico? Were you in communication with the Wal-Mart 

9 security people in Mexico? 

10 A 

11 Q 

I was not. The U.S. marshals in Mexico were. 

Okay. And when Mr. White is arrested, there's no U.S. 

12 marshals around, right, when Mr. White is arrested? 

13 A Correct, there are no U.S. marshals there. They 

14 cannot -- they cannot take -- they cannot physically apprehend 

15 anybody. The Mexican law will not allow that. 

16 Q The closest U.S. marshal's office to this Wal-Mart in the 

17 Playa del Carmen area is, what, 1,500 miles away, right, in 

18 Mexico City? 

19 A I'm not sure of that. All I know they're at the U.S. 

20 Embassy, and I'm not sure how great a distance it is. 

21 Q Okay. But the U.S. Embassy we can agree is in Mexico 

22 City? 

23 A Yes. 

24 

25 

Q There's no U.S. marshal then anywhere near this Wal-Mart, 

right? No U.S. marshal anywhere near this Wal-Mart? 
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A To my knowledge, there is not. 1 

2 

3 

4 

5 

6 

Q So the best people, the people to be in the best position 

to know what time he was approached and detained would be the 

Wal-Mart security folks at the Wal-Mart in Mexico, right? 

A All I can say, sir, is when -- it's kind of like a task 

force down there, as it is here. 

7 Q Okay. All right. 

8 A And as soon as that deputy finds out from the person he's 

9 in contact with that he's in custody, Sergio in this case, 

1b then he would tell Sergio. Sergio calls us as soon as he 

11 

12 

finds out. 

Q Sergio is in Mexico City, though? 

13 A 

14 Q 

Yes, sir. 

Okay. And is it your understanding, when the Mexican 

15 police approached Mr. White in the Wal-Mart, Mr. White fled? 

16 A 

17 Q 

18 A 

19 Q 

I do not recall. 

You don't know either way? 

I don't recall that. It could be. That's .. 

Okay. Now, after this last phone call we just listened 

20 to, we listened to it I think a couple times. I think it's at 

21 2:36, last for a couple of minutes, the last one? 

22 A Yes. 

23 Q Where did you-all go? You were in the car, the three of 

24 

25 

you, Tony Lytton, you, and Sabrina, right? 

A Yes, sir. 
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And after that, where did you go? 

As far as after that phone call? 

Yeah. 
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We stayed right there. To my recollection, we stayed 

5 right there. We stayed right there in the vehicle. 

6 Q 

7 A 

8 Q 

In the vehicle? 

Yes, sir. 

I don't know if we covered this or not, but last 

9 question. Do you know whether Sabrina was posting things on 

10 Facebook in the backseat of your car? 

11 A Again, I'm not sure if she was or not. I thought she may 

12 have been accessing Facebook through her phone, but I --

13 that's just I believe so. I don't know. I can't say, 

14 "yes." 

15 Q Do you use Facebook? 

16 A No, sir. 

17 Q All right. No further questions. 

18 THE COURT: Any redirect? 

19 MR. HOGEBOOM: Just a couple, Your Honor. 

20 REDIRECT EXAMINATION 

21 BY MR. HOGEBOOM: 

22 Q In addition to getting the e-mail, you were in telephone 

23 contact with the people in Mexico in realtime, were you not? 

24 A 

25 Q 

Yes, sir. 

And the things that you -- the e-mails you were posing 
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1 were posted in realtime as you got information by phone or 

2 other manners? 

3 A Yes, sir, because when I was in contact with, say, 

4 anybody from Mexico, I immediately would take that information 

5 and e-mail it out to all that needed to know. 

6 Q And looking at the time stamps on there, does that seem 

7 consistent with your recollection of the time that you were 

8 notified of the arrest? 

9 A 

10 

Yes, sir. 

MR. HOGEBOOM: Thank you, Your Hon.or. I have no 

11 further questions. 

12 THE COURT: All right. Thank you. Would you call 

13 your next witness. 

14 MS. ROTTENBORN: The United States calls as its last 

15 witness, Agent David Church. Your Honor, I need one minute to 

16 set up an exhibit, please .. 

17 

18 

19 

20 

21 

22 

23 

24 

25 

BY 

Q 

A 

Q 

A 

Q 

THE COURT: All right. 

DAVID CHURCH, GOVERNMENT'S WITNESS, SWORN 

DIRECT EXAMINATION 

MS. ROTTENBORN: 

Sorry about that. 

That's okay. 

Good afternoon. 

Good afternoon. 

Will you please introduce yourself to the jury. 
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1 A My name is David Church. I'm an FBI agent here in the 

2 Roanoke, Virginia, office. 

3 Q How long have you been an FBI agent? 

4 A For 17 years. 

5 Q What did you do before that? 

6 A I was a police officer at a local department in South 

7 Carolina for a little over four years. 

8 Q 

9 A 

10 Q 

Do you have any degrees above high school? 

I have a four-year degree in -- in college. 

Where have you been stationed over the course of your 

11 career as an FBI agent? 

12 A After I got out of the new agent academy, I moved to 

13 Brownsville, Texas, and was there for several years, and then 

14 transferred to our training academy in Quantico, Virginia. 

15 It's located there at the Marine Corps base. And in March of 

16 2007, I transferred to this office here in Roanoke. 

17 Q In your capacity as an FBI agent, what kind of crimes do 

18 you investigate? 

19 A I primarily investigate general criminal activities or 

20 investigations, I'll say with a focus on violent crimes. But 

21 I have experience with white-collar crimes, terrorism related 

22 crimes, some computer related crimes, just a myriad of things. 

23 We do a lot of different stuff in our office because we're a 

24 smaller office, and you don't get focused on one thing 

25 normally. 
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1 Q At some point, did you get involved in the investigation 

2 of Bill White? 

3 A 

4 Q 

5 A 

Yes. 

How did that come about? 

Initially, I was notified in this case by the U.S. 

6 Attorney's Office after they were in contact with the United 

7 States probation office about Bill White leaving the country. 

8 And so I think at that point I started communicating with the 

9 marshals service, to help them try to locate where he may have 

10 gone. And also, there were some other investigations that 

11 were coming up with some unrelated charges with another one of 

12 our field offices that I began to work with. 

13 Q Did you learn where Mr. White had gone? 

14 A Yes. Eventually, we learned he had gone to Mexico. 

15 Q At some point was he caught? 

16 A Yes. 

17 Q Do you recall the date he was arrested? 

18 A June 8th of 2012. 

19 Q As part of your investigation, were you able to determine 

20 roughly the time of his arrest? 

21 A Yeah. We think we determined, you know, a rough time. 

22 There were several different ways -- or I should say different 

23 communications with different people that we attempted to 

24 establish that time. The first was on June 8th, when 

25 Mr. White was arrested in 2012, I was in communication with 
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1 the marshals as they were attempting to have him arrested in 

2 Wal-Mart. So they would just -- I wasn't with them. They 

3 would notify me kind of as to just updates of what was going 

4 on. 

5 At the point that they realized he was arrested, they did 

6 notify me of that. To my recollection through them calling me 

7 and then some e-mails that I had seen, that was around that 

8 4:30 p.m. time, Eastern Time, our time here in Virginia. 

9 Recently, I attempted to try to determine a better time 

10 and document a time through Wal-Mart located in Mexico. As 

11 you can imagine, that's not that easy for many reasons. So I 

12 contacted the corporate office in Arkansas, where the Wal-Mart 

13 corporate office is, and eventually got put in touch through 

14 e-mail with the Mexican security director for that region 

15 where the Wal-Mart was located where Mr. White had been 

16 arrested. 

17 He in turn reached out to, I believe, a store manager at 

18 that Wal-Mart to ask if they had any documentation, video, 

19 whatever, that would give us -- help us establish a better 

20 time of the arrest. Unfortunately, as in most cases with any 

21 type stores, they don't keep their video but so long before 

22 it's either discarded or recorded over or whatever. 

23 The first communication I got back from the regional 

24 director, which came from his conversations with the store 

25 manager, was they didn't have any documentation. They had a 
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1 new CC TV system that would have been what would capture the 

2 recordings, and they really couldn't offer us anything as far 

3 as times. The manager didn't really know. 

4 We received another -- or I received another e-mail from 

5 that same regional security director, that he had gotten 

6 additional information from the store manager, that, I guess, 

7 the store manager had apparently spoken to some employees and 

8 his customer service department, I believe, about the 

9 incident, which they did remember happening. And they seemed 

10 to remember that it happened -- that Mr. White was approached 

11 by immigration people or officials around 2:00 p.m. their 

12 time, which would be 3:00 here. So that information came from 

13 customer service representatives through the store manager, to 

14 the regional director, to me in an e-mail. 

15 And then the third awareness we had of the time was 

16 speaking recently with the marshals service who received some 

17 information from their liaison of people in Mexico City, and 

18 based on the e-mail traffic that they had with immigration on 

19 that day when he was arrested, they deciphered and estimated 

20 that the time of arrest, they believe, would have been around 

21 4:00 o'clock their time, which would be 5:00 o'clock here. I 

22 hope that wasn't too confusing for everybody. 

23 Q Needless to say, you haven't pinpointed the precise 

24 moment of arrest? 

25 A No. Unfortunately, we could not obtain any documentation 
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1 from Mexican law enforcement agencies, directly from them that 

2 had anything documented, if that even exists. 

3 Q After Mr. White was arrested, what happened to him? 

4 A He was very soon after his arrest, he was deported 

5 back to the United States, and his first port of entry was in 

6 Miami. 

7 Q When he arrived in Miami, did law enforcement inventory 

8 the property that he had on him when he was caught in Mexico? 

9 A Yes. The marshals took custody of the property that he 

10 had when he arrived. 

11 Q 

12 A 

13 Q 

14 A 

Was some of that property returned to him ultimately? 

Yes. 

What was returned to him? 

There were several items. Some of the notable ones I 

15 think was a bag that he had with him, like a duffel-type bag, 

16 I think, or a backpack, some foreign coins, a wallet, I think 

17 there was a Spanish translation book, and then some maps. 

18 Q 

19 A 

Why were those items returned to him? 

He actually requested that through some filings he made 

20 through the Court in the Southern District of Florida. 

21 Q Were there other items that were seized from Mr. White 

22 that were not returned? 

23 A Yes. 

24 Q What did those include? 

25 A A Toshiba laptop, Kindle, camera, phone, and I believe 
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1 some other digital media. 

Why has that property not yet been returned? 2 Q 

3 A It was determined that it was of evidentiary value to 

4 ongoing criminal investigations. 

5 MR. BEERS: Objection; ask that be struck. Ask it be 

6 struck. Move for a mistrial. 

7 THE COURT: Well, I think he can tell why it was --

8 overrule the objection. Go ahead. 

9 BY MS. ROTTENBORN: 

10 Q Is it fair to say that the laptop computer may have been 

11 relevant to this proceeding here today? 

Yes. 12 A 

13 Q At some point, did you start investigating Mr. White for 

14 

15 

16 

specific communications that he had made while in Mexico? 

A Yes. 

Q How did that specifically come about? 

17 A Well, there were several things that occurred in close 

18 proximity to each other. I don't know exactly as of now 

19 exactly the order. But as I said before, we were I was 

20 working with the marshals in conducting an investigation, 

21 along with helping -- and I had been introduced to Ms. Gnos 

22 after she came forward to the marshals. So I started speaking 

23 with her and gathering information from her for my side of the 

24 investigation. 

25 At some point, I believe it was towards the latter part 
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1 of May, I was notified by the marshals service that they had 

2 had contact with Ms. White, that she had received some 

3 threatening e-mails that they wanted to make me aware of. So 

4 I reached out to Ms. White. 

5 At that same time, I already had contact with Ms. Gnos, 

6 and she began -- and she was relaying to both me and the 

7 marshals that there were calls that she was receiving from 

8 Mr. White. He was talking about trying to get money from his 

9 wife for some alimony situation. 

10 Q I would like to focus on how you specifically got in 

11 touch with Meghan White and your encounters with her. When 

12 did you first meet Ms. White? 

13 A Well, for this particular investigation, it would have 

14 been the latter part of May, toward the end of May. 

15 Q 

16 A 

17 Q 

18 A 

Where did you meet her? 

She came to our office in Roanoke. 

Why did she come to your office? 

We had had contact, as I explained before, and she was 

19 going to be in Roanoke already. She lives up in the -- a 

20 couple of hours, or an hour or so from Roanoke, north of 

21 Roanoke, and she was already going to be here, so we planned 

22 to meet. And that was just, I think, happened to be maybe the 

23 day after we talked. So her and her mother came to Roanoke to 

24 bring the e-mails that she had talked to me about, and so I 

25 could interview her and talk to her about that. 
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1 Q 

2 A 

3 Q 

4 A 

5 Q 

6 A 

Did she, in fact, give you copies of e-mails that day? 

Yes, she did. 

Did you go over those e-mails together? 

Yes. 

What was her reaction to the e-mails at the time? 

She was obviously very concerned for her -- her daughter 

7 and her mother. She asked me -- you know, out of that 

8 concern, she asked me if I could talk to the Staunton Police 

9 Department and advise them, because she said she didn't want 

10 to be traveling alone. She already started to try to be with 

11 somebody every time she goes somewhere. 

12 

13 

MR. BEERS: Objection; hearsay. 

MS. ROTTENBORN: He is testifying as to what he 

14 learned as part of his investigation. 

15 THE COURT: What? 

16 MS. ROTTENBORN: He is testifying as to what he 

17 learned as part of his investigation or what he did next. 

18 THE COURT: All right. Go ahead. 

19 A She also mentioned that she had recently -- part of her 

20 concern was she had recently gained custody -- or sole custody 

21 of her daughter, and she was afraid that when Mr. White found 

22 out about that, that he would send additional threatening 

23 e-mails to her. 

24 BY MS. ROTTENBORN: 

25 Q What did you do in light of this information? 
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1 A Well, obviously, I interviewed her, gathered all that 

2 

3 

4 

5 

6 

7 

8 

9 

information and then started my investigation, which, you 

know, included preservation letters for accounts, to preserve 

information on e-mail accounts and Facebook accounts and 

different things, obviously interviews, and then also started 

working with Ms. Gnos in regards to the phone calls, and 

finding out from her what was being said at the same time. 

Q Did the FBI have any concerns that Mr. White would 

actually act out on the threats that were made in the e-mails? 

10 A Obviously, we always have a concern that any time someone 

11 is threatening another, that there's the potential that that 

12 could be acted upon. 

13 Q What happened in this case? In what way did you show 

14 

15 

16 

17 

18 

19 

20 

your concern? 

A Well, we contacted the Staunton Police Department and let 

them know what was going on, gave them a little background 

of -- some general background about the case, in case somebody 

called; gave ~hem a specific address, which was Meghan and her 

mother's address where they live with her daughter, so they 

would kind of be aware of what they were responding to. 

21 Q You sat here through the course of the trial as the case 

22 agent, at counsel's table with us; is that right? 

23 A Yes. 

24 

25 

Q There's been testimony that at some point the FBI 

provided a phone number for an agent in Richmond. Do you 
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1 recall that? 

Yes. 2 A 

3 Q Can you explain how that happened and why? 
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4 A Yeah. As this progressed and we were recording calls 

5 with Ms. Gnos and Mr. White, you could tell during the calls 

6 that it appeared as though Mr. White was getting frustrated 

7 and he did -- he may try to contact someone else other than 

8 Ms. Gnos, because he wasn't satisfied she was trying to do 

9 what he was asking her to do. 

10 So we started becoming somewhat concerned that if he did 

11 that, we wouldn't know about it, and it would be harder for us 

12 to have control over the situation and know if something was 

13 going -- you know, could happen, or somebody may be sent to 

14 Mrs. White's house to get the money. 

15 So we began -- you know, we were trying to get Ms. Gnos 

16 to kind of stall, and at· the same time provided her with a 

17 phone number and a first name of somebody that he could call, 

18 which was actually -- would be an undercover agent with the 

19 FBI, so we could control that. Because we -- our biggest 

20 concern was, again, that he would go outside of Ms. Gnos and 

21 attempt to find somebody without, and we would have no 

22 knowledge of it. 

23 Q You're familiar with the e-mails that Meghan White 

24 received from the dhyphen@yahoo.com? 

25 A Yes. 
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1 Q Do you recall how much money was being demanded in those 

2 e-mails? 

3 A I believe it was $500. 

4 

5 

6 

7 

8 

9 

10 

11 

12 

Q Do you remember why that money was being demanded? 

A From my understanding, it was a combination of a return 

check fee and the alimony payments that she owed him up to 

that point. One of them being, I think, a $200 payment that 

effectively bounced, I guess, when there was no funds there, 

which is the result of the fee. 

Q Do you recall the rough date that the check that was --

did not have enough funds to pay out the money went to the 

defendant? 

13 A 

14 

I believe it was May 15th. 

MS. ROTTENBORN: Permission to approach, Your Honor. 

THE COURT: Yes. 15 

16 BY MS. ROTTENBORN: 

17 Q I'm showing you what's been marked for identification as 

18 Government's Exhibit 4-21. 

19 MS. ROTTENBORN: And, Mary, if you could please pull 

20 it up for the defense counsel's benefit as well. 

21 BY MS. ROTTENBORN: 

22 Q 

23 A 

24 Q 

25 A 

Do you recognize that document? 

Yes. 

Something you've reviewed as part of your investigation? 

Yes. 
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1 Q What is it? 

2 A It is a bank statement for the J. Evola Group. 

3 

4 

THE COURT: Bank statement for what? 

THE WITNESS: J. Evola Group and William White. 

5 BY MS. ROTTENBORN: 

6 Q This is a document that was actually produced by defense 

7 counsel in this case; is that right? 

8 A I believe so, yes. 

9 MS. ROTTENBORN: The government moves Exhibit 4-21 

10 into evidence. 

11 THE COURT: All right. 

12 (Government's Exhibit Number 4-21 was received.) 

13 BY MS. ROTTENBORN: 

14 Q If I could please direct your attention to what I believe 

15 is the last page. Pardon me, one page before that, please. 

16 MS. ROTTENBORN: And, Mary, if you wouldn't mind 

17 zooming in and publishing this to the jury, please. 

18 THE WITNESS: I'm not seeing anything on my screen, 

19 if I'm supposed to. Okay. 

20 BY MS. ROTTENBORN: 

21 Q This is the checking account for the J. Evola Group? Is 

22 that what you said before? 

23 A I'm sorry. I assume it's a checking account. I know 

24 it's an account for that. 

25 Q If I could direct your attention to the entry I've just 
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1 circled in yellow, on May 14th. Do you see that? 

2 A Yes. 

3 Q Can you state to the jury what that transaction was? 

4 A There's two on the 14th. They're both deposits. One is 

5 for 1,000, and one is for $200. 

6 Q And then going down the list of the transaction history, 

7 do you see the transactions that take place on May 21st? 

8 A Yes. 

9 Q Could you please explain for the jury the transactions 

10 involving the $200 amount and the $12 amount? 

11 A 

12 a 

The 21st, there's a return item charge for $200, and then 

what's listed as a "Cash deposited item return unpaid 

13 fee" of $12. 

14 Q Do you recall the date of the first e-mail that Ms. White 

15 received that she found to be threatening? 

16 A Yes. It was the day after this charge. It was on the 

17 22nd, May 22nd. 

18 Q After you met with Ms. White, did you stay in contact 

19 with her? 

20 A 

21 Q 

Yes. 

At any point, did she provide you with additional 

22 material? 

23 A 

24 Q 

25 A 

Yes, she did. 

What did she provide you with? 

She provided another e-mail, and I believe more e-mails, 
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1 letters, several things, the most notable being an e-mail that 

2 I believe is dated June 7th from Mr. White. 

3 Q Did Ms. White ever give you any e-mails that were dated 

4 after June 7th? 

5 A No, not that I recall. 

6 Q So the time period of the e-mails was May 22nd through 

7 June 7th? 

8 A Yes. 

9 Q As part of your investigation, did you execute any search 

10 warrants? 

' 
11 A I didn't personally execute them, but I reviewed search 

12 warrants executed out of another FBI office related to this 

13 case and others. 

14 Q Where were those search warrants executed? 

15 A There were two search warrants for Facebook, and two for 

16 Yahoo. 

17 Q Have you had a chance to review the results of those 

18 search warrants? 

19 A Yes. 

20 Q What did Facebook produce? 

21 A Facebook produced pretty much all of the related activity 

22 for the account. Bill.white.7370, I believe is the account. 

23 Q Why was that specific account, the Bill.white.7370, 

24 requested? 

25 A It was a Facebook that was identified by several people 
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1 as belonging to him. I think I became aware of it through the 

2 U.S. Marshals Service, who had seen it, and also our --

3 another FBI office. And after reviewing it, it had his 

4 

5 

6 

picture on the profile, on his profile page of Facebook. 

Q What date range did Facebook provide records for, for 

this account? 

7 A Between the two search warrants, it was from the creation 

8 of the account, I believe October 26th of 2012. 

9 Q And how about for the Yahoo search warrant? What did 

10 Yahoo produce and for what dates? 

11 A Yahoo produced all the records and e-mails, subscriber 

12 

13 

14 

15 

16 

17 

18 

19 

records, IP logins, and all e-mail content and all the folders 

that were available in his account. 

Those dates, I believe, were -- one search warrant was 

from December 2011 to the end of May, I think May 30th, 2012. 

And the second search warrant covered June 1st to 

October 26th, 2012 also. 

Q Have you had a chance to review the results of those 

search warrants? 

20 A Yes. Both of them-- when you say "review," I reviewed, 

21 

22 

23 

you know, a limited time frame, because, obviously, on 

Facebook there was a lot of material there. 

Q What time period did you concentrate your review on? 

24 A 

25 Q 

It was May 1st of 2012 to June 30th of 2012. 

I would like to switch gears for just a minute and show 
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1 you what has already been admitted into evidence as Exhibits 

2 111 , 112 , 113 , and 115 . 

3 MR. BEERS: What are we showing? 

4 (Discussion off the record between counsel.) 

5 BY MS. ROTTENBORN: 

6 Q Do you recognize those e-mails? 

7 A Yes. 

8 Q Are those e-mails that Ms. White gave you? 

9 A Yes, they are. 

10 Q In each of those e-mails, what is the e-mail address that 

11 sent the e-mails to Ms. White? 

12 A They're from the dhyphen@yahoo.com e-mail address. 

13 Q Do those e-mails have extended headers on them? 

14 A Yes, what we call "full header." 

15 Q Did you request that? 

16 A Yes. 

17 Q Why did you request that? 

18 A We have to have the full header information in order 

19 determine the IP address, primarily, that the e-mail 

20 originated from. 

to 

21 MS. ROTTENBORN: Mary, if you could please pull up 

22 1-11 and publish to the jury. If you could go one more page, 

23 please. And one more page. Sorry. If you can backtrack one 

24 page. Go back one. I apologize. Thank you. 

25 BY MS. ROTTENBORN: 
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1 Q Okay. I'm showing you Exhibit 1-11, which is one of the 

2 e-mails that Ms. White provided. Can you, using your screen, 

3 show the jury where the IP address for this e-mail is 

4 contained in the header? 

5 A Above that line, where it says "received from." 

6 Q Right here, where I've circled? 

7 A Yes. 

8 Q And what is the IP address for that? 

9 A It's 80.217.50.201. 

10 Q Why did you care about the IP address? 

11 A The IP addresses are useful in most cases to determine 

12 where the e-mail originated from. And in most cases, we can 

13 subpoena or use other legal process once we determine the 

14 provider of that particular IP address and try to determine 

15 where -- again, where that e-mail originated from and what 

16 location, whether that's a -- examples of that would be 

17 somebody's house, that would give us actually subscriber 

18 information. It could be a Starbucks, a mall, anywhere they 

19 were accessing it. 

20 Q 

21 A 

Did you try to trace this particular IP address? 

Yes. I used -- on the Internet, there's open source 

22 Internet tools that are common to -- that you can enter the IP 

23 address, and it will provide or give you where the provider is 

24 for those IPs. I used one called Whois. 

25 Q What did you find when you tried to trace this particular 
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IP address? 1 

2 

3 

4 

5 

6 

7 

A This one, along with the other ones that I identified, 

were obviously anonymized type IPs that we knew we would not 

be able to glean any information from and eventually track 

back to where they were -- had originated. 

Q Did you try to run similar trace results on all of the 

e-mails that you received? 

8 A 

9 Q 

Yes. 

Did you prepare a chart summarizing the results that you 

10 found? 

11 A 

12 Q 

I did. 

I'm going to show you a copy of that. It's, for 

13 government's identification, Exhibit 4-23. 

14 (Government's Exhibit Number 4-23 was marked for 

15 identification.) 

16 

17 

18 

MR. BEERS: Do J have it? 

MS. ROTTENBORN: Yes. 

And, Mary, could you pull it up on the computer for 

19 defense counsel as well. It's 4-23. 

20 BY MS. ROTTENBORN: 

21 Q 

22 A 

23 

Is that the chart that you prepared? 

Yes. 

MS. ROTTENBORN: Your Honor, for demonstrative 

24 purposes, may I publish an enlarged version to the jury? 

25 THE COURT: Yes. 
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1 BY MS. ROTTENBORN: 

2 Q For each of the e-mails that you were able to trace the 

3 IP address, where did each of them hit as the originating IP 

4 address? 

5 A On the list here, the first one for the May 22nd e-mail 

6 was a provider called Hosting Services, Inc. in Great Britain. 

7 The May 27th e-mail and associated IP was out of provider 

8 in Sweden. The next one was a provider on the 28th. 

9 And the next one was a provider, Noisebridge, which I 

10 believe is somewhere in California. 

11 On the 29th, the e-mail was in Sweden again. 

12 And June 7th was out of a provider in Denmark. 

13 MS. ROTTENBORN: Your Honor, the government moves 

14 Exhibit 4-23 into evidence as a summary exhibit. 

15 THE COURT: It will be received. 

16 (Government's Exhibit Number 4-23 was received.) 

17 BY MS. ROTTENBORN: 

18 Q Were you surprised by the results when you ran this 

19 trace? 

20 A That they were coming back to an anonymized --

21 Q (Nods head up and down.) 

22 A No, I was not. 

23 Q Why were you not surprised? 

24 A Well, from --

25 MR. BEERS: Objection. What kind of question is 
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1 that? Why is he not surprised? I object to this. 

2 THE COURT: Well, I think he can tell us that. Great 

3 Britain? Sweden? Denmark? 

4 BY MS. ROTTENBORN: 

5 Q It seems surprising to me. Why were you not surprised? 

6 A We knew from looking at Mr. White's Facebook, for the 

7 most part, that he was bragging about using Tor, which is an 

8 anonymizing software. So it stands to reason that the traffic 

9 he was sending would be anonymized. 

10 Q I'm going to show you what's been marked as Government's 

11 Exhibit 4-18. Are you familiar with that exhibit? 

12 A Yes. 

13 Q Have you had a chance to review that previously? 

14 A Yes, ma'am. 

15 Q What is it? 
i 

16 A It's a filing by Mr. White in the Southern District of 

17 Florida. 

18 MR. BEERS: I object to this, Judge. This is some 

19 kind of pleading where he doesn't have a lawyer or something. 

20 It's not in this case, and I object. 

21 MS. ROTTENBORN: Your Honor, it's a statement written 

22 by the defendant, signed by the defendant, and provided in 

23 redacted form to defense counsel, where we would be addressing 

24 only one page that's unredacted. I'll be happy to show it to 

25 you in advance if that would be preferable. 
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1 

2 

3 

MR. BEERS: I would like the Court to look at this. 

THE COURT: Have you had a chance to look at it? 

MR. BEERS: Yes, sir. I would like His Honor to take 

4 a look about it before it rules on the objection. 

5 (Document is handed to the Court.) 

6 MS. ROTTENBORN: If it helps expedite the process, 

7 the page I was going to reference is page 8. 

8 THE COURT: The what? 

9 MS. ROTTENBORN: I had intended to question the 

10 witness on page 8 of the document. 

11 THE COURT: What question did you want to ask him? I 

12 don't believe this document ought to come in. 

13 MS. ROTTENBORN: Your Honor, in the bottom part of 

14 page 8, the defendant, in his own words, discusses the very 

15 program that we're talking about here, the Tor program. It's 

16 his handwriting. 

17 THE COURT: Well, it says what it says. 

18 MS. ROTTENBORN: Right. The last two paragraphs on 

19 page 8. 

20 THE COURT: On page 8. I don't think it's really 

21 pertinent to this. I sustain the objection. 

22 MS. ROTTENBORN: Mary, if you could please pull up 

23 Government's Exhibit 4-9 for the witness and counsel's eyes 

24 only. 

25 BY MS. ROTTENBORN: 
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Agent Church, do you recognize this document? 

Yes. 

What is it? 

It's from the Facebook search warrant results. 

And what's the date of the document? 

It's a post on May 1st, 2012. 
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7 MS. ROTTENBORN: The government moves Government's 

S Exhibit 4-9 into evidence. 

9 

10 

11 

THE COURT: All right. 

(Government's Exhibit Number 4-9 was received.) 

MS. ROTTENBORN: If we could please zoom in, Mary, 

12 and publish for the jury. 

13 

14 

15 

16 

Lynn, thank you. Actually, just start with the top. 

BY MS. ROTTENBORN: 

Q What is the status on May 13th of 2012 that's posted, and 

what account is this coming from? 

17 A This is from the bill.white.7370 Facebook account. And 

18 the status that was posted says, "Well, this is my first 

19 public posting on Facebook since my release from the" 

20 redaction -- "level of an American detention facility on 

21 April 20, 2011." 

22 Q If you could now skip the part that's been redacted and 

23 

24 

25 

read the bottom of the posting, please. 

A It says, "Further, for those who believe that one cannot 

use the Internet without having one's location tracked, I am 
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1 utilizing a multi-level proxy, an anonymizing service, to post 

2 to this account. I was using one of my own devising and am 

3 now using a better one. 

4 "The U.S. government does not have the technology 

5 necessary to penetrate th~ough the root IP. I am aware that 

6 all of my Facebook and e-mail records from U.S. providers will 

7 eventually be subpoenaed, as well as the limits of the current 

8 technology used to monitor cellular telephones and 

9 international travel. I am doing well, but I'm looking to 

10 expand my work as a writer." 

11 MS. ROTTENBORN: Mary, if you could please go to the 

12 next page. And if you could zoom in on the top part. 

13 BY MS. ROTTENBORN: 

14 Q 

15 A 

Continuing on. 

"Anyone with a serious interest in licensing my work or 

16 commissioning new work should respond here or send an e-mail 

17 to dhyphen@yahoo.com. Donations to help me settle in my new 

18 land are also welcome. Thank all of you who support me." 

19 Q Now, I'm going to show you on your screen Government's 

20 Exhibit 4-4. 

21 MS. ROTTENBORN: Just for counsel's and witnesses 

22 eyes at this point, please. 

23 BY MS. ROTTENBORN: 

24 Q 

25 A 

Do you recognize this document? 

Yes. This is from the Yahoo search warrant results. 
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MS. ROTTENBORN: I believe defense has actually 

already admitted this document into evidence as a defense 

exhibit as well. The government would move it in as 

Government's Exhibit 4-4. 

THE COURT: All right. It will be received. 

(Government's Exhibit Number 4-4 was received.) 

BY MS. ROTTENBORN: 
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Q Looking partway down the screen, there's an e-mail from 

dhyphen@yahoo.com to hhall1999@comcast.net on May 13th, 2012. 

MS. ROTTENBORN: Mary, could you zoom in on that, 

11 e-mail, please. I'm sorry, it's the one --next one down. 

12 Yes, perfect. And go all the way to the bottom, please. 

13 

14 

15 

16 

17 

Thank you. 

BY MS. ROTTENBORN: 

Q Do you know who the e-mail address hhalll999@comcast.net 

belongs to? 

A I believe that's Helen Hall. 

Have you ever met with Helen Hall? 

I have not personally. 

18 Q 

19 A 

20 Q How do you know that is an e-mail address that belongs to 

21 her? 

22 A I believe we determined that from records we got from the 

23 Bureau of Prisons, from e-mail traffic that the defendant had 

24 with her. 

25 Q Do you know where Ms. Hall lives? 
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1 A 

2 Q 

3 A 

In Memphis, Tennessee. 

Do you know what time zone that is in? 

I believe Central. 

4 

5 

6 

Q And looking down at the e-mail that is from Bill White, 

dhyphen@yahoo.com, to Helen Hall on Sunday, May 13th, 2012, 

can you please read that for the jury? 

7 A "Helen, Tor completely masks one's location on the 

8 

9 

10 

11 

12 

13 

14 

15 

Internet, and I am doing quite okay. Bill." 

Q That was a reply e-mail to an e-mail that is on the next 

page, or maybe lower down. 

MS. ROTTENBORN: Mary, if you could also publish that 

for the jury as well. 

BY MS. ROTTENBORN: 

Q And then on your screen now is Government's Exhibit 4-6. 

Do you also recognize this exhibit? 

16 A Yes. I believe that also came from the Yahoo search 

17 warrant. 

18 MS. ROTTENBORN: The government moves into evidence 

19 Exhibit 4-6. 

20 

21 

22 jury. 

THE COURT: All right. 

MS. ROTTENBORN: If you could please publish to the 

23 (Government's Exhibit Number 4-6 was received.) 

24 

25 

THE COURT: Yes. 

MS. ROTTENBORN: Thank you. 
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1 BY MS. ROTTENBORN: 

2 Q This appears to be two different e-mails. One is an 

3 e-mail from somebody named Diana Kier, responding to an e-mail 

4 from Bill White, dhyphen@yahoo.com. And then if you see 

5 partway down the page, there's the original e-mail that is 

6 from dhyphen@yahoo.com on June 7th at 3:51. Do you see that? 

7 A Yes. 

8 Q Can you read that e-mail to the jury, please. 

9 A "Hi AFP and TBR folk: I don't know if you guys have seen 

10 my Facebook posts on encrypting data and communications, but 

11 some friends of mine have referred me to two products which 

12 even the U.S. government cannot crack, which completely 

13 encrypt Internet communications and computer data without 

14 causing any real interruption to your ability to use your 

15 machine. 

16 "I am using both products right now, and it occurred to 

17 me it may be a good idea encrypt all of the machines you guys 

18 have at work, and install browser encryption as well to avoid 

19 anyone -- FBI, ADL, JDL, whoever -- from ever accessing your 

20 data. 

21 "It takes about a day to encrypt one machine's hard 

22 drive, and from then on, you just need an additional password 

23 whenever you boot up. The encrypted Internet takes about five 

24 minutes to install. 

25 "You can encrypt your hard drives with TrueCrypt from 
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1 HTTPwww.TrueCrypt.com, and you can encrypt your Internet 

2 communications with Tor from www.Torproject.org. 

3 "If you have any questions, drop me an e-mail. I 

299 

4 strongly recommend this to all of you. Had I known about this 

5 before my arrest, the FBI would have had a lot more trouble 

6 than they did proving their case against me. Bill." 

7 Q Now, on your screen, you should see Exhibit 4-12 for 

8 identification. Do you recognize that exhibit as well? 

9 A Yes. It's another Facebook post from the Bill White 

10 search warrant. 

11 MS. ROTTENBORN: The government moves into evidence 

12 Exhibit 4-12. 

13 THE COURT: All right. 

14 (Government's Exhibit Number 4-12 was received.) 

15 MS. ROTTENBORN: And, if you could, please publish 

16 for the jury and zoom in on the status update that was posted 

17 on the Facebook account on June 8th, at 19:11. 

18 A Yes. 

19 BY MS. ROTTENBORN: 

20 Q Can you read the status update, please. 

21 

22 

23 

A It says, "All right." And it has "@" and some numbers, 

"Brett Stevens. Now my computer system and Internet is so 

secure that NSA itself couldn't crack it, no matter what 

24 Donald Pauly might say. Where do I get some encrypted chat, 

25 other than the CAT?" 
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1 Q Thank you. You said you ran traces on the IP addresses 

2 that came off of the e-mails that Ms. White provided. Are you 

3 also familiar with whether or not an IP address exists when a 

4 user logs on to their Facebook account? 

5 A Yes. When they access the Fac'ebook account -- anytime 

6 you get on the Internet, you have to have an IP address to 

7 give you the access; that's how you access it. So yes, it 

8 would. 

9 Q Did you have an opportunity to look at the IP addresses 

10 that were used to log in to the bill.white.7370 user account? 

11 A Yes. 

12 Q What did you find? 

13 A That for the date range of the times he was in Mexico, 

14 they were also all anonymized. 

15 Q When you looked at the IP addresses that were used to 

16 on to the Facebook account, did any of them match the IP 

17 addresses that were also used to send e-mails to Ms. White? 

18 A 

19 Q 

20 A 

Yes. 

Was this significant to you? 

It just showed to me that he was -- he was using the 

21 anonymizer Tor when he was accessing Facebook and Yahoo. 

22 Q Let me show you what's been marked as Government's 

23 Exhibit 4-8. Can you tell the jury what that is? 

log 

24 A This again is from Facebook, and it shows -- it's called 

25 "recent activities," and, basically, the IP addresses when he 
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1 was accessing Facebook. 

2 Q If I could direct your attention, please, to page 5 as an 

3 example. Why was the IP address that was used to log in to 

4 that Facebook account on June 7th, 2012, at 14:32? 

5 A 31.172.30.1. 

6 MS. ROTTENBORN: The government moves into evidence 

7 Exhibit 4-8. 

8 

9 

10 

THE COURT: All right. 

(Government's Exhibit Number 4-8 was received.) 

MS. ROTTENBORN: If you could publish page 5 of that, 

11 please, to the jury. And zoom in on the June 7th at 14:32 

12 UTC. It's right at the bottom. 

13 BY MS. ROTTENBORN: 

14 Q 

15 A 

Why was this IP address significant? 

It was the exact same as one of the -- the IP address 

16 that was used -- that originated on one of the ·e-mails that 

17 was sent to Ms. White. 

18 Q By way of another example, if you could pull up, go to 

19 page 28, May 30th, at 15:36 UTC. What was the IP address that 

20 was used to log in to Facebook on that day? 

21 A 146.185.23.179. 

22 Q What was the significance, if any, of that IP address? 

23 A Again, it was exactly like the exact IP address that 

24 was used in one of the e-mails sent to Meghan. 

25 Q On this particular day, on May 30th, when the user of 
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that account, that Facebook account logged in, were you able 

to see what they did that day on Facebook? 

A Yes. 

4 Q 

5 A 

This is Government's Exhibit 4-13. What's that document? 

This, again, is from the Facebook search warrant records, 

6 

7 

8 

and it reflects chats or messaging between Mr. White and 

another individual. 

Q Who is the other individual? 

9 A Amy Back. 

10 MS. ROTTENBORN: The government moves Exhibit 4-13 

11 into evidence. 

12 THE COURT: All right. 

13 (Government's Exhibit Number 4-13 was received.) 

14 BY MS . ROTTENBORN: 

15 Q This document, what are the dates and times of this 

16 exchange between the defendant and Amy Back? 

17 A 

18 Q 

It begins on May 26th and ends on May 30th. 

Focusing on the exchange between Mr. White and Amy Back 

19 on May 30th, the same time that we just showed for that IP 

20 address login --

21 MS. ROTTENBORN: And, Mary, if you could pull up page 

22 45, please. We'll start there. 

23 BY MS. ROTTENBORN: 

24 Q Have you had a chance to review the conversation that 

25 took place between Mr. White and Ms. Back? 
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Yes. 

Roughly, how long did they talk? 

1 A 

2 Q 

3 A I think there were two kind of different conversations 

4 between -- with all this, from the 26th to the 30th, and one 

5 was around an hour, one was a little over an hour. 

6 Q Generally speaking, what was the content of the 

7 

8 

9 

communication? 

A The first one just seemed like chitchat they were both 

familiar with back and forth. 

10 Q 

11 A 

It seemed like Ms. Back knew who she was talking to? 

Exactly. They were discussing items that they both 

12 seemed to be familiar with. The second one is much of the 

13 same. The second one, there was mention of Mr. White's 

14 ex-wife, Meghan White. 

15 Q Okay. If we could focus in on that. Jumping into the 

16 middle of the exchange between Mr. White and Ms. Back --

17 MS. ROTTENBORN: And, Mary, if you could, yeah, kind 

18 of the last two-thirds, that would be great. 

19 BY MS. ROTTENBORN: 

20 Q Can you explain to the jury the format of the document 

21 they're looking at and where they can see the content of the 

22 

23 

exchange? 

A Yeah. If you're looking at it, it's kind of blocked and 

24 sandwiched together, but it shows -- it starts out with the 

25 recipient, the author, the date and time sent -- I'm not sure 
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1 what the deleted line means -- the body, which would be the 

2 content of it, and that would be one part. You know, 

3 recipient receiving from the author, and then a reply 

4 normally, unless they just send multiple messages without a 

5 reply. 

6 Q So, in essence, is this kind of like a back and forth 

7 instant messaging exchange? 

8 A Exactly, instant messaging, same thing. 

9 Q And if you want to be able to track the information, you 

10 just read the line that's called "body" --

11 A Yes. 

12 Q 

13 

14 A 

15 

-- and you go through from there. Okay. 

What are Mr. White and Ms. Back talking about here? 

About Meghan White. 

MS. ROTTENBORN: If we could go to the next page, 

16 please. If you could somehow maybe zoom in on the whole 

17 thing, or we can take it a chunk at a time if we have to. 

18 Actually, can you scroll down to the second half of that. 

19 There we go. All the way down, please. Thanks. 

20 BY MS. ROTTENBORN: 

21 Q Starting with the body line at the very top, can you read 

22 the exchange back and forth between Mr. White and Ms. Back? 

23 A Yes. Bill sent, "And when she had nothing left to steal, 

24 destroyed everything I owned and took off with my daughter." 

25 And then Bill White sent again, "And when I tried to get a 
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1 peaceful divorce, she sued me for child support." Bill White 

2 sent, "We had an agreement where she would repay $78,000 of 

3 what she stole." 

4 And then he, Bill White, sent, "I know she has again 

5 taken my daughter and deliberately bounced a check to me." 

6 And then Bill White 'sends, "And that doesn't even go into 

7 detail." And then Bill White sends, "She stole the money my 

8 parents had set aside for me, so I could get a plane ticket 

9 home on my release." 

10 And I don't know -- I can't tell who sent this one, but I 

11 think it's Mr. White. It says, "She told me she was 

12 submitting college applications in my name while throwing them 

13 in a bin." 

1Lf Q For this particular stream, there haven't been any 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

responses from Ms. Back yet? 

A Exactly. 

MS. ROTTENBORN: If you go to the next page, please. 

Maybe zoom in on the first half. 

BY MS. ROTTENBORN: 

Q Keep going. There's a short one at the top. 

A From Bill White, "It's obscene." And from Bill White 

again, "I am having to -- I am having to have someone go to 

physically beat her to get her to pay my alimony and let me 

speak to my daughter." 

Q The next one is redacted. 
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Yes. 

And then if you can skip to the next one, please. 

The next one is a reply from Amy Back. 

306 

1 A 

2 Q 

3 A 

4 Q Sorry, before you get to that, there's one in between. 

5 

6 

7 

A The one between is redacted. I'm lost. Okay. "But I 

scrapped that idea at the last minute due to circumstances, 

LOL." 

8 Q And then what does Ms. Back reply? 

9 A "That is so awful, Bill. Really would not blame any man 

10 going through that to have a dismal view of women. It is 

11 hard, though, to find anyone compatible for a man with our 

12 sort of views, and so the barrel gets scrapped, so to speak." 

13 Q So is it fair to say this conversation continues for 

14 quite some time? 

15 A 

16 Q 

Yes. 

Now, you mentioned you reviewed a subset of the search 

17 warrant results from the dhyphen@yahoo.com account. Can you 

18 refresh my memory as to the time period that you had reviewed? 

19 A 

20 Q 

May 1st of 2012 to June 30th of 2012. 

Were you able to determine whether or not there had been 

21 

22 

23 

any e-mails in Mr. White's inbox folder? 

A Yes. 

Q Were there any e-mails in a draft folder? 

24 A 

25 Q 

Yes, there were some in a draft folder. 

Did Mr. White also have personal folders where he stored 
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1 e-mails? 

2 A Yes. 

3 Q How about in the sent folder? Were there any e-mails 

4 from that folder? 

5 A No. For the result -- and, actually, I did that search 

6 for all the results that were given to us, not just that 

7 range. I conducted a search and found no e-mails that resided 

8 in the sent box. 

9 Q Do you know why that could be? 

10 A A couple of reasons. Either they were all deleted or the 

11 account was set up so as not to keep sent e-mails. 

12 Q 

13 4-24. 

14 A 

15 Q 

16 A 

17 

18 

19 

20 

21 

22 

23 

24 

25 

Showing you what's been marked as Government's Exhibit 

Do you recognize that document? 

Yes. 

Where is that from? 

It's from the Yahoo search results. 

MS. ROTTENBORN: We move to admit into evidence 4-24. 

THE COURT: It will be received. 

(Government's Exhibit Number 4-24 was received.) 

MS. ROTTENBORN: And publish to the jury, please. 

THE COURT: Yes. 

THE CLERK: What is it? 

MS. ROTTENBORN: 4-24. 

THE CLERK: I mean, it's not on here. What is it? 

MS. ROTTENBORN: We're going to put it on the ELMO. 
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1 It's not in the computer. Thank you. 

2 THE CLERK: What is it? 

3 MS. ROTTENBORN: 4-24, and it is an e-mail from Bill 

4 White, dated June 3rd, 2012, at 5:07. 

5 BY MS. ROTTENBORN: 

6 Q So for a point of clarification, this e-mail is from Bill 

7 White, dhyphen@yahoo.com, to dhyphen@yahoo.com on June 3rd, 

8 2012, at 5:07. So, in essence, it appears to be a sent e-mail 

9 from 

10 A 

11 Q 

I'm not seeing it. 

-- from Bill to himself. Are you able to see that on 

12 your screen? 

13 A I am now, yes. Correct, it seems to be sent from 

14 dhyphen@yahoo to dhyphen@yahoo.com. 

15 Q Were you able to determine whether this was actually a 

16 sent e-mail? 

17 A Well, I was able to determine that it did not reside --

18 in the records that were provided to us, it did not reside in 

19 the sent folder. 

20 Q How were you able to determine that? 

21 

22 

23 

24 

25 

A Yahoo -- every provider provides records in different 

formats, and then there's different ways that we may need to 

look at them, some of them are more simple than others. 

Yahoo provides everything in a text format, which means 

you open it up in a text format and it's just all strung 
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1 together, and we convert that over to a software that allows 

2 us to look at it in an e-mail type format. But we're able to 

3 search that text format. 

4 The way to determine where the e-mail resides is by 

5 looking at the text format for that e-mail, and they have a --

6 basically, a source code that tells you where it resides. I 

7 think one being Inbox. Code 2, I think, is the sent, and so 

8 on. This one, if I remember correctly, resided in the 

9 personal folders, a personal folder that the user would have 

10 created on his own. 

11 Q Can you use your screen, if you're able to write on it, 

12 show where the source code is for this document? 

13 A Sorry. The line says "X rocket mail," and then a string 

14 

15 

16 

17 

18 

19 

20 

of zeros and "26." 

Q What does the "26" mean? 

A Well, from what the Yahoo representative told me when 

they provided me the codes --

MR. BEERS: Objection; hearsay, Your Honor. 

THE COURT: I believe that is hearsay. 

MR. BEERS: Judge, are we going to adjourn? 

21 MS. ROTTENBORN: I am literally on the last page, so 

22 I thought it might be helpful to finish with Mr. Church for 

23 the day. We will be done in less than 3 to 5 minutes. 

24 THE COURT: Okay. 

25 BY MS. ROTTENBORN: 
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1 Q Were you able to determine that this e-mail did not come 

2 from a sent folder? 

3 A 

4 Q 

Yes. 

Overall, how many e-mails do you think you reviewed from 

5 the time period that you were talking about, that May and 

6 June 2012 time period? 

7 A 

8 Q 

9 A 

10 Q 

Over 550. 

That were either to or from Mr. White? 

Yes. 

And when I say "from," it's because how could there be an 

11 e-mail from Mr. White if there were no sent e-mails? 

12 A In a lot of -- several e-mails that I reviewed, you would 

13 see, basically, I was reviewing the reply to one of 

14 Mr. White's e-mail, so that would be embedded in that e-mail. 

15 Q Overall, in these 550 e-mails, with whom was Mr. White 

16 talking? 

17 A All kinds of various people about all kinds of various 

18 things·. 

19 Q What was the last date of any e-mail that you saw that 

20 was sent from the dhyphen@yahoo.com account? 

21 A June 8th. 

22 Q Was that date significant to you? 

23 A Yes. That was the day he was arrested in Mexico. 

24 Q Was there any e-mail traffic from the dhyphen@yahoo.com 

25 account after June 8th at all? 
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1 A No, not I saw. 

2 Q And how about in terms of logging in to the 

3 

4 

5 

dhyphen@yahoo.com account; were there any logini to that 

account after June 8th? 

A No. 

311 

6 Q How about with respect to the Facebook records? Were 

7 able to determine the last time someone logged into to the 

8 bill.white.7370 account? 

9 A Yeah. I believe that was June 8th at 19:01 UTC, which 

10 would be four hours prior. I think it would be 3:01 our time. 

11 Q No logins after 3:00 o'clock Eastern on June 8th? 

12 A Correct. 

13 Q If you could just give me one moment, I think we may be 

14 done. 

15 The United States has no further questions at this time. 

16 Thank you, Agent Church. 

17 A 

18 

You're welcome. 

THE COURT: Would this be a convenient time to let 

19 the jury go, and you could cross-examine tomorrow morning? 

20 

21 

MR. BEERS: That's fine, Judge. Yeah. 

MS. ROTTENBORN: Just to confirm for the record, did 

22 we move into evidence 4-24? 

23 

24 

25 

THE CLERK: (Nods head up and down.) 

THE COURT: I think so. 

THE CLERK: Have you given me all your exhibits? 
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1 MS. ROTTENBORN: No, they're sitting up there. I 

2 have to grab them. 

3 THE COURT: Ladies and gentlemen of the jury, it's 

4 five minutes after 4:00 now, and tonight is Halloween, so 

5 we're going to let you go now. 

6 Can all of you be back in the morning at 9:00 

7 o'clock? 

8 THE JURY: (Responds in the affirmative.) 

9 THE COURT: And what I've told you about not 

10 discussing the case or looking at any -- with anyone or 

11 reading any articles, or view any television or radio, or go 

12 on the Internet or anything, I want you to decide this case 

13 solely from the evidence that you hear in the courtroom and 

14 the law that the Court tells you you must follow. 

15 Ask the marshal then to adjourn court until 9:00 

16 o'clock tomorrow morning. 

17 MR. HOGEBOOM: Judge, we might have something out of 

18 the hearing of the jury just quickly. 

19 THE COURT: Yes. 

20 (Jury out at 4:07p.m.) 

21 MR. HOGEBOOM: Judge, I checked with Mr. Beers. I 

22 don't think he has a problem if we still use Mr. Church as our 

23 ride back and forth to our building and prepare for tomorrow. 

24 We don't plan to discuss his testimony or anything else. 

25 MR. BEERS: I have no problem with that, Judge. 
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THE COURT: No problem? 

MR. BEERS: No problem. 

THE COURT: No problem. 
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1 

2 

3 

4 

5 

MR. HOGEBOOM: Thank you, Your Honor. Appreciate it. 

THE COURT: Okay. 

6 (Court adjourned at 4:08p.m.) 
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